IPOEKT akTyaau3upoBaHHOIO

cTaHJaapTa

[TPODPECCUOHAJILHBI CTAHJAPT

CHeIII/IaJIl/ICT IO 3a1IIuTe HH(l)OpMaIII/II/I B aBTOMAaTU3NPOBAHHBIX CUCTEMAX

Peructpaunonusiii Homep

Coneprxanue
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Obecneuenune 0ezonacHOCTH MHGOPMAIIMU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX,
UCIIOJIb3YEMBIX, B TOM UUCIIE, HA 00BEKTaX KpUTHYECKON MHPOPMALIMOHHON
UH(QPaCTPYKTYpPBl, B OTHOILIEHUU KOTOPBIX OTCYTCTBYET HEOOXOIMMOCTh
IPUCBOCHHUS UM KaTeropuid 3HaUMMOCTH

(HanMeHOBaHME BHA MTPOPECCHOHANBHOMN e TEIPHOCTH) Kon
OCHOBHaSI IcJjab BUa HpO(bCCCHOHaHBHOﬁ ACATCIIbHOCTH .

Ob6ecrnieuenne 0e30macHOCTH WHGOPMAIIMK B aBTOMAaTU3UPOBAHHBIX cHCTeMaX, (DYHKIIMOHUPYIOIIUX B
YCJIOBHSIX CYIIECTBOBAHUS YIPO3 B MHPOPMAIIMOHHOH cepe 1 001aaaronux nHPOpMaImoHHO -
TEXHOJIOTUYECKHMH PECYPCAMH, MTOANIEKAITUMHE 3aIIUTEe, UCIIONB3YEMBIX, B TOM YHCTE, HA 00BEeKTax
KpUTHYECKON HH(POPMAIMOHHON UHPPACTPYKTYPHI, B OTHOILIEHUU KOTOPBIX OTCYTCTBYET
HEO0OXOTUMOCTD MTPUCBOCHUS UM KAaTETOPUil 3HAUUMOCTH

I'pynna 3aHaTwii:

1213 PyxoBoaurenu B o0nactu 1223 PykxoBoauTenu noapasaeneHuii no
OTIpeIeIICHUS! TIOJIUTUKHU U HAYYHBIM HUCCIICJIOBAHUSIM H
TUTAHUPOBAHMS JeSITETbHOCTH pa3paboTkam

1330 PykoBonuTenu ciayx6 u 2425 CrienuanucTbl OpraHoB
nojipa3zienieHuit B cepe roCyJ1apCTBEHHOM BJIACTH
nH(pOpMaIMOHHO-




KOMMYHHKAI[MOHHBIX
TEXHOJIOTHUI

2511 CucTeMHbIC aHAJTUTUKH 2512 Pa3zpaboTymnku nmporpaMMHOTO

obecrieueHus

2519 PazpaboTunky 1 aHaTUTHKH 2523 CrienuaivcThl 0 KOMITbIOTEPHBIM
MPOrPaMMHOTO O0ECTICUeHUS U CeTsM
MPUIOKEHUH, HE BXOIAIINE B
JIPYTHE TPYIIIIBI

3511 CrenuanucTbl-TeXHUKU 110 3513 CrenaucThI-TEXHUKH 110
SKCILTyaTaluu UKT KOMITBIOTEPHBIM CETSIM U CUCTEMaM

(xox OK3Y) (HanMeHOBaHME) (xom OK3) (HanMeHOBaHME)

OrHeceHue K BuUaaM SKOHOMUYECKOM ACATCIIBHOCTHU

62.09

JlesaTenbHOCTD, CBA3aHHAasl C UCIIOJIb30BAHUEM BBIUMCIMTEIbHOW TEXHUKU U
MH(OPMALMOHHBIX TEXHOJIOTUH, TpOYast

(xox OKBD/I?)

(HauMeHOBaHHE BHUa YKOHOMHYECKON eATEIEHOCTH)




II. Onucanue TPyaA0BbIX PyHKIMHA, BXOAAIIHNX B NPO(PeCCHOHANBbHBIN CTAHAAPT
(pyHKIHOHAJBbHAS KAPTA BUAA NPO(PecCHOHATBHOM eATeJILHOCTH)

O060011eHHbIE TPYIOBBIE (HYHKIUU TpynoBbie pyHKIIUN
YPOBEHb YPOBEHb
KOJL HaumenoBanue KBaJIM(HUKALH HaumenoBanue KOJL (monypoBeHb)
u KBaJTH(HUKAIUN
A OO0cyXUBaHHE CUCTEM 5 [TpoBeneHNE TEXHUUECKOTO OOCTYKUBAHUSI CUCTEM 3alTUThI A/01.5 5
3alIUThl HH(OpPMAINH B uH(OPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM
aBTOMaTU3UPOBAHHBIX Benenne TexHuuecKoil JOKYMEHTALIUH, CBSI3aHHOM C A/02.5 5
cucTemax, AKCILTyaTaei CUCTEM 3aIIUThHI HHPOpMAIUN
UCMOJIb3yEMbIX, B TOM ABTOMAaTU3UPOBAHHBIX CHCTEM
4uCIIe, Ha  00BEKTax Oo0ecrieyenue 3anuThl HHOOPMAIIUY ITPH BBIBOJIC U3 A/03.5 5
KPUTHYECKOU IKCILTyaTallii aBTOMAaTU3UPOBAHHBIX CHCTEM
MH(POPMAIIMOHHOM
UHPACTPYKTYPBI, B
OTHOIICHUH KOTOPBIX
OTCYTCTBYET
HE00X0IMMOCTb
MIPUCBOCHUS UM
KaTEropuii 3Ha4UMOCTH
B ObecnieueHue 3auUThI 6 JlnarHocTHKa CUCTEM 3alUThl HH(pOpMALUU B/01.6 6
nHpopManuy B ABTOMATH3UPOBAHHBIX CHCTEM
aBTOMATU3HPOBAaHHBIX AJIMUHHCTPUPOBAHHUE CUCTEM 3aIIUTHI HHPOPMALIUU B/02.6 6
CHCTEeMaxX UCTIOIb3yeMbIX, ABTOMAaTH3UPOBAHHBIX CHCTEM
B TOM YHCJIC, Ha VYrpasieHue 3ammtoi nHpopMaluu B aBToMati3upoBanHbix | B/03.6 6
00BEKTaX KPUTUUECKOU cUcTeMax
UH(POPMALMOHHOM Ob6ecnieuenne paboTOCTIOCOOHOCTH CUCTEM 3aAIIUTHI B/04.6 6
I/IH(bpaCprKTypBI, B I/IH(i)OpMaHI/II/I IIpY BOZHMKHOBECHUH HEIITATHBIX chyauHﬁ
OTHOIIICHUH KOTOPBIX MOHUTOPHHT 3alUIIEHHOCTH HH(POPMAIIUU B B/05.6 6
OTCYTCTBYET ABTOMAaTHU3UPOBAHHBIX CUCTEMAX
HE00XO0IMMOCTh AyIUT 3alUIIEHHOCTH HH(OpMAIINK B B/06.6 6
HPUCBOCHUA UM ABTOMAaTHU3UPOBAHHBIX CUCTEMAX
KaTeropuil 3Ha4MMOCTH, B VYcTaHoBKa M HaCTpOHKa CPEJICTB 3alIUThl HHGOPMAIUU B B/07.6 6

ABTOMATU3UPOBAHHBIX CUCTCMAX
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MpoIiecce ux Pa3zpaboTka opraHu3anmoOHHO-PACIOPSIAUTEIBHBIX B/08.6
HKCIUTyaTaIH JIOKYMEHTOB TIO 3aI[uTe HHPOpPMAIINH B
ABTOMATU3UPOBAHHBIX CUCTEMaX
AHanu3 ys3BUMOCTEH BHEAPSEMON CHCTEMBI 3aIIUTHI B/09.6
uHpopmaruu
BHenpenue opraHu3anmoHHbIX Mep 110 3aumrte uHpopmamun | B/10.6
B aBTOMATU3UPOBAHHBIX CHCTEMAaX
Pa3zpaboTtka cucrem TecTupoBaHue CUCTEM 3alIUTHI HHPOPMAITH C/01.7
3amuUThl HH()OPMALIUN ABTOMATU3UPOBAHHBIX CHCTEM
aBTOMAaTU3HPOBAHHBIX Pa3paboTka MPOEKTHBIX pelieHHMi 1o 3amure uaGopmaruu B | C/02.7
CUCTEM, UCTIOJb3YEMBIX, B ABTOMATH3UPOBAHHBIX CHCTEMAaX
TOM 4HCJIe, HA O00BEKTaX Pa3paboTka sKcrmyaTalimOHHON JOKYMEHTAIUHU HA CHCTEMBbI C/03.7
KPUTHUYECKON 3aIUTHl MHOOPMAIIMYA ABTOMATH3UPOBAHHBIX CHCTEM
MH(OPMAIMOHHOM Pa3paboTka nmporpaMMHBIX B IPOTPAMMHO-aIapaTHBIX Cl04.7
MH(PACTPYKTYPEI, B CPEZCTB ISl CHCTEM 3aIlUThl HHPOPMALIUU
OTHOLICHUU KOTOPBIX ABTOMATU3UPOBAHHBIX CUCTEM
OTCYTCTBYET
HEOO0XOAUMOCTh
MIPUCBOCHUS UM
KaTEropuii 3Ha4UMOCTH
dopmupoBaHue O6ocHOBaHNE HEOOXOAUMOCTH 3aIUTHI HH()OPMALIUU B D/01.8
TpeOOBaHUH K 3alIUTe ABTOMATHU3UPOBAHHOW CHUCTEME
nH(popManuu B Ornpenenenne yrpo3 6e30macHoCTy HHGOpMaIIIH, D/02.8
ABTOMATHU3HPOBAHHBIX oOpabaTbIiBaeMOW aBTOMATU3UPOBAHHON CUCTEMON
CHUCTEMaX, Pa3paboTka apXUTEKTypbl CUCTEMBI 3aIIUThI HHPOPMALIUU D/03.8
HCIIOJIb3YEMBIX, B TOM ABTOMATU3UPOBAHHOM CHCTEMBI
qucie, Ha 00beKTax MopenupoBaHue 3alIUIIEHHBIX aBTOMATU3UPOBAHHBIX D/04.8

KPUTHYECKOU
nH(OPMALIMOHHON
UH(PaCTPyKTYpHI, B
OTHOILIEHNU KOTOPBIX
OTCYTCTBYET
HEOOXOUMOCTh
MIPUCBOCHHUS UM
KaTeropui 3Ha4YMMOCTH

CHCTEM C LIEJIbI0 aHAJIN3a UX YA3BUMOCTeN U 3(ppekTuBHOCTH
CPEJICTB ¥ CIIOCO0O0B 3aIUTHI HHPOPMAIIUU




II1. XapakTepucTuka 00001IEeHHBIX TPYAOBbIX QyHKIIUI

3.1. O0o01menHas TpyaoBasi pyHkuus

OO0cmyKMBaHUE CUCTEM 3aIUThI
UHPOPMAIMY B aBTOMATH3UPOBAHHBIX
CHUCTCMAX, UCIIOJIb3YCMBIX, B TOM YHUCJIC, HA

. . YpoBeHb
HanmenoBanne | 00bEKTaX KPUTHYECCKOW MH(POPMAIIMOHHOMN Kox A P 5
KBaJTU(QUKAIIUN

UH(PACTPYKTYPHI, B OTHOIICHUN KOTOPBIX

OTCYTCTBYET HEOOXOANUMOCTh IIPUCBOCHUS UM

KaTEropuii 3Ha4MMOCTH
IIpoucxoxnenue

. . 3anMCTBOBAHO W3
00001IeHHON TPYTOBO OpurnHan X
OpuUrruHaJia
GhyHKIIHA
Kon PeructpanuonHslit
OpurruHaa HOMCD
po(eCCHOHATHHOTO
CcTaHAgapTa

Bo3MoxHbIe Texnuk no 3amure uHbopmaruu I kareropuu
HaVMEHOBAHUS TexHuk no 3amure uapopmanuu Il kareropuu
JOJIKHOCTEH, TexHuk 1o 3amure uHGOpMaAITUN
npodeccuit
TpebGoBanus Cpennee mnpodeccuoHanbHOEe O0pa3oBaHHE — MPOrPAMMEI  MOATOTOBKH

00pa30BaHUIO U
00y4EeHHIO

CIICHUAIMCTOB CPCAHCTO 3BCHA IO HpO(l)I/IJ'IIO JACATCIBHOCTHU

TpeboBaHMs K OIBITY
MPaKTUUYECKON pabOThI

Jlna nomxHOCTEl 0e3 KaTeropuit — OmbIT paboTHl He TpeOyeTcs
JIi1st TOKHOCTEH ¢ KaTeropuen — OrbIT pabOThI B JOJDKHOCTH ¢ O0jiee HU3KOM
(mpenIIecTBYIONICH) KaTeropreil He MeHee OJHOTO Tofa

Oco0Oble ycrmoBus
J0IycKa K paboTte

HApyrue
XapPaKTCPUCTUKHU

Pexomenayercs nmomonHuTenbHOe TpodeccroHanbHOe 00pa3oBaHHE —
MpPOrpaMMbl TIOBBIIICHUS KBaMMPUKAMU B 00JacTu HMHPOPMAIIMOHHOM
0€301acHOCTH

JIOOTHUTEBHBIE XapaKTEPUCTUKH

HaumenoBanue Kox HaumenoBanue 6a30B0ii rpymiibl, JOKHOCTH

JIOKYMEHTA (mpodeccun) WK crienuanbHOCTH

OK3 3511 CrnenuanucTbl-TEXHUKHU MO SKCIUTyaTallud UKT
3513 CrienuanmcThI-TeXHUKA TI0 KOMITBIOTEPHBIM CETSIM U
cucTeMam

EKCJI3 - TexHuk 1o 3amure nHhopMaluu
OKIIATP* 27032 TexHuK 1o 3amuTe HHhopMaIuu
OKCO® 2.10.00.00 HNudopmannonnas 6e30macHOCTb (YpOBEHb 2)




3.1.1. TpynoBasi pyHkumst

[IpoBeneHME TEXHUUECKOTO 00CITY)KMBAHUS YpoBeHs
HaumeHoBaHHe CUCTEM 3aIlUThl HHpOpMaIHH Kon | A/01.5 (OLypOBEHS) 5

aBTOMATU3UPOBAHHBIX CUCTEM KBanHQuKaImu
IIpoucxoxaeHue OBOH 3aMMCTBOBAHO U3

P e TPyA Opurunan X
GbyHKINH OpHTrHHaNa
Kon PerucrpanyoHHsIi
OpHTHHANA HOMeEp
npodeccHoHaNBEHOTO
cTaHziapra

Tpynoseie nencTBUs

[TpoBepka  pabOTOCIIOCOOHOCTH  CHCTEMBI  3alUThl  WHPOpMAIIH
ABTOMATH3UPOBAHHOMN CHCTEMBI

KoHTponbs cooTBeTCTBHS KOH(QUTYpAIlMH CHUCTEMBI 3aIIUTHI WH(GOpMAIUU
ABTOMATU3UPOBAHHOU CUCTEMBI €€ IKCILUIyaTallHOHHOW JOKYMEHTAluu

KoHTponb cTabUIBbHOCTH XapaKTEPUCTUK CHUCTEMBbl 3alIUThl MHPOpMAIUU
aBTOMAaTH3UPOBAHHOM CUCTEMBI

Heo6xoanmeie ymeHust

KondurypupoBaTs  mapamMeTpbl  CHUCTEMBI  3alIUTHl  HHQOPMAIUH
ABTOMAaTU3UPOBAHHONW CUCTEMbI B COOTBETCTBUU C €€ SKCIULyaTallMOHHOM
JIOKYMEHTalHUEn

OOHapyXUBaTh U YCTPAHITh HEUCIPABHOCTH CUCTEMBI 3alIUTHI HH(POpMAIHH
ABTOMAaTU3UPOBAHHON CHUCTEMEI CorjiacHo IKCIUTyaTallMOHHOU
JIOKYMEHTAIlu!

HpOI/I?,BO,[[I/ITI) MOHTaX U AUATrHOCTUKY KOMIILIOTCPHBIX ceTen

Hcnonp30BaTh  TUNOBBIE  KpUNTOrpaUyecKUe  CpPeACTBa  3alllUTHI
uHpOpMalKH, B TOM YHCJI€ CPEICTBA EKTPOHHON MOINNCH

HeoOxoaumeble 3HaHASA

Turmosele cpeacrtBa M METOJbI 3allUThBL I/IH(l)OpMaHI/II/I B JIOKAJIbHBIX H
rI00aIbHBIX BEIYMCIUTENIBHBIX CETIX

Ba3oBas KOHUTyparus CHUCTEMEI 3aIIUTEI uHpopmaruu
ABTOMAaTU3UPOBAHHOW CHCTEMBI

OcoOeHHOCTH TPHUMEHEHHUS NPOrPaMMHBIX M IPOrpaMMHO-aIIapaTHBIX
CpPEZCTB 3alIUThl HH()OPMAIIMK B aBTOMAaTHU3UPOBAHHBIX CHCTEMaxX

TunoBble  cpencTtBa, METOAbBl W TNPOTOKOJBI  WIACHTUQUKAIMH,
ayTeHTU(UKALMU U aBTOPHU3ALUU

HopMmaTuBHbI€ 11paBOBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_II/II/I

HApyrue

XapPaKTCPUCTHKHU

3.1.2. Tpynosast pyHkuus

Benenue Texunuyeckon T0KyMEHTAIWH,

HanmeHoBanue

IIpoucxoxxaenue Tpy10BOH
byHKITIN

CBA3AHHOM € DKCILTyaTalMel cucTeM Yposern
Kox | A/02.5 (1o/typoBeHb) 5
3alUThl HH(OPMaLUU N a—
ABTOMATH3UPOBAHHBIX CUCTEM
3anMCTBOBAHO U3
Opp]rpman X HNMCTBOBAHO 1
OpMIHHANA
Kong Perucrpanmonusiit

OpHTrHHaNa HOMeEp




podeccHoHaNBEHOTO
cTaHgapra

TpynoBsie nercTBUs

Benenne pokymeHTOB y4eTa, O00paOOTKH, XpaHeHHs M Iepenadu
uH(OPMALIUK OTPAaHMYEHHOTO JI0CTYIIA

NudopmupoBanue nepconana o6 yrpo3ax 6€30macHOCTH HHPOPMAITHH

HNudopmupoBaHue nepcoHaga 0 NpaBuiIax dKCIUTyaTallul CUCTEMBI 3aIIUTHI
aBTOMAaTH3UPOBAHHOM CUCTEMBI M OT/IEJIBHBIX CPEJICTB 3aLUTHI HH(OpMALUU

Benenue mpoTOKONIOB M JKypHAJIOB ydeTa NMPH W3MEHEHHHM KOH(HUTypanuu
CHCTEM 3alIUThl UHPOPMALIUU aBTOMATU3UPOBAHHBIX CUCTEM

BCI[eHI/Ie IIPOTOKOJIOB U XXYPHAJIOB YUC€TA IIPU OCYILICCTBIICHUY MOHUTOPUHI'A
CHUCTCM 3allIMThI I/IH(bOpMaI_II/II/I ABTOMATU3HWPOBAHHBIX CUCTCM

BCIICHI/IC IIPOTOKOJIOB M JKYPHAJIOB Yy4d€Ta IIPpU OCYHICCTBJICHUH ayJduTa
CHUCTCM 3allIMThI I/IH(i)OpMaIII/II/I ABTOMATU3HWPOBAHHBIX CUCTEM

[TonroroBka cBeneHU 00 OTCYTCTBUHM HEOOXOAMMOCTH IPUCBOECHUS
KAaTeropuil 3HAYMMOCTH Uil OOBEKTa KPUTHUECKOH HH(POpPMaIMOHHON
UHPPACTPYKTYPbI, HA KOTOPOM HCIIOJIB3YETCSl aBTOMATU3UPOBAHHAS CUCTEMA
Y HalpaBJICHUE B MUCHMEHHOM BHJIE ATUX CBEICHHUH B (eiepaabHbIi OpraH
UCTIOJIHUTEJIBHOW BJIACTH, YIOJHOMOYEHHBIH B oOnacTu obecredeHus
0€30macHOCTH  KPHUTHUYECKOW  WHGPOPMALMOHHOM  MH(PACTPYKTYpPHI
Poccuiickoii @enepaium, Mo yrBep>kaIeHHONU uM dopme.

Heo6xoanumeie ymeHust

OdopMIIATE TOKYMEHTALMIO TIO0 PErJIAMEHTAIIMN MEPOTIPUSATHIA U OKa3aHUIO
ycIyr B 00J1aCTH 3alUThl HH(GOpMaLUU

OdopMIsATh  TEXHHYECKYIO  JOKYMEHTAlMI0 B COOTBETCTBHUH  C
HOPMAaTUBHBIMH MPABOBBIMU aKTaMHU B 00JaCTH 3alIUThI HH(OPMALIUN

HeoOxoaumeble 3HaHASA

HopMmaTuBHbI€ 11paBOBBI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

OCHOBHBIE METOAMYECKHE U PYKOBOASIINE JOKYMEHTHI (peaepanbHbIX
OpraHOB  HCIOJHUTEJIbHON  BJIAaCTH, YIOJHOMOYEHHBIX B  00JacTH
oOecrieyeHNnss THPOPMALMOHHOM 6€30acHOCTH, 0€30MaCHOCTH HH(pOpMAIUU
B KJIIOYEBBIX cucrtemMax  HMH(OpPMALMOHHOW  HMH(PACTPYKTYpHI,
IIPOTUBOACUCTBHAS TEXHUYECKUM pa3BelKaM M TEXHUYECKOW 3alllUThI
uH(popManuu

OKCIUlyaTallUOHHAsl U MPOEKTHAs JOKYMEHTALMsI HA aBTOMAaTU3HPOBAaHHYIO
CHUCTEMY

OcHOBHEIC METO/bI opraHusanvin u IMPOBCACHHA TCXHHUYCCKOI'O
06CJ'Iy>KI/IBaHI/I}I TCXHHUYCCKUX CPCACTB I/IH(l)OpMaTI/BaLII/II/I

OpranuzanvoHHbIE MEPHI 110 3alIUTe HH(OPMaLUU

HApyrue

XapPaKTCPUCTHKHU

3.1.3. Tpynosast pyHkuus

OGecnieyeHue 3anuThl HHPOPMAIIUH TTPU YposeHs
HaumenoBanme BBIBOJIE M3 HKCILTyaTalluu Kon | A/03.5 (momypoBeHs) 5

aBTOMAaTU3UPOBAHHBIX CUCTEM KBaMQuKALII
[Ipoucxoxaenue TpyaoBoi Opurmman X 3aMMCTBOBAHO U3
¢$yHKIIH OpUTr'MHAJIA

Kon Perucrpanuonnslit
opurvuHajia HOMCED
podeccHoHaNBEHOTO

cTaHgapTa




TpynoBsie nencTBUs

BxurodeHnue B OpraHu3aliiOHHO-PACIIOPSIUTEBHBIE JOKYMEHTHI IO 3alTUTe
uHpopManuu Tpolenyp YHUYTOXKEHUS (CcTUpaHus) wuHGOpPMAIMU Ha
MAIIMHHBIX HOCUTENSIX, & TakKKe KOHTPOJsS YHHYTOXKCHHUS (CTUPaHWS)
uHpopmarun

YHuuroxxeHue (crupanue) nHGOpMaIMM HA MAUTMHHBIX HOCUTENSX MPHU UX
nepenade MeKy I0JIb30BaTEIIMU, B CTOPOHHUE OPraHU3aluy JJI1 PEMOHTA
WIM YTUJIN3ALNHY, a TAK)KE€ KOHTPOJIb YHUUTOKEHUS (CTUpaHUS)

dusnueckoe  YHHYTOXKEHHE  MAIIMHHBIX  HOCHTENleH  HMH(pOpMAaluH,
o0pabaTbIBaeMOi aBTOMAaTH3UPOBAHHON CHCTEMOM

ApxuBupoBaHue uHMOpManuu, 00padaThIBaMOl aBTOMATH3UPOBAHHOM
CHUCTEMOU

Heo6xoanMeie ymeHUs

Mcronp30BaTh MpOrpaMMHBIE CPEICTBA ISl apXUBUPOBAHMS HH(OpMAIHN

Hcronbs30BaTk MpOrpaMMHBIE W IPOrpaMMHO-alIapaTHbIE CPEeacTBa IS
YHUYTOXEHUS (CTUpaHusl) HH(GOPMAIMK U HOCUTENEeH HHPOPMALUU

Hcnonb3oBaTh THUIIOBBIC KpI/IHTOFpa(i)I/I‘ICCKI/Ie cpeacrea 3allIUThI
I/IH(bOpMaIII/II/I, B TOM YHUCJIC SJICKTPOHHYIO ITOAIIHNCH

HeoOxonuMble 3HaHUS

[Ipouenypsl 1o  apxuBHpoBaHHIO HH(MOpManuu, 00pabaTbIBaeMOi
ABTOMAaTU3UPOBAHHOM CUCTEMOM

Ha3nauenne u nOpuHOMIBI PabOThl OCHOBHBIX Y3JI0B COBPEMEHHBIX
TEXHUYECKHUX CPENICTB MH(DOpMaTH3AINH

OpFaHI/ISaL{I/IH TCXHHUYCCKOI'O O6CJ'Iy>KI/IBaHI/I$I U pPEMOHTa KOMIIOHCHTOB
aBTOMaTI/I?,I/IpOBaHHOﬁ CUCTCMBI

[Tponienypsl  yHUUTOXEHHsS (CTUpaHUs) HHPOpPMAMK Ha MAIIMHHBIX
HOCHUTEJISIX, & TAK)KEe KOHTPOJIS YHUUTOKEHHsI (CTUpaHUs) HHbOpMauu

HopMmaTuBHbI€ 11paBOBBIE aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

OCHOBHbBIE METOAMYECKUE U PYKOBOJSIINE JTOKYMEHTHI YIMOJIHOMOYEHHBIX
(benepabHBIX OPraHOB MCIIOTHUTEIHHOM BJIACTH IO 3aIUTE WH(DOpMAIUU

Hpyrue

XapPaAKTCPUCTHUKHU

3.2. O0o01meHHas TpyaoBasi pyHKumMs

Obecrnieuenue 3amuThl HHGOpPMALIUY B
aBTOMaTH3UPOBAHHBIX CHCTEMAax
HCIIOJIB3YEMBIX, B TOM YHCJIC, HA 00BEKTAX

KPUTUYECKOW MHPOPMAIIMOHHOU VpoBeHb
HaunmeHoBanue P (bopman Kon B P 6
WH(PPACTPYKTYPHI, B OTHOIIIEHUH KOTOPBIX KBaJIM(UKALIH
OTCYTCTBYCT HCO6XOI[I/IMOCTL MMPUCBOCHUA UM
KaTeropuil 3HaYMMOCTH, B IPOLECCE UX
OKCILTyaTaluu
I1
POHMCXONVICHHC N 3auMCTBOBAHO U3
0000IIEHHO! TPYI0BO Opwurunan X
OpUrMHaJa
byHKIIN
Kon PeructpanuonHslit
OpHUTHHAA HOMED
po¢eCCHOHATHHOTO
cTaHaapra

Bo3MokHbIE
HAaUMCHOBAHUSI

Nmxenep no 3amure vHGOpMamm
Crenpanuct no 3amure HHGpopmanuu | kateropuu
Crnenuanuct 1o 3anute nHbopmaruu |l kareropumn




9

JIOJDKHOCTEH,
npodeccuit

Crnenuanuct no 3amure HHGopMaum

WmxeHep-nporpaMMHUCT 10 TEXHUYECKOH 3ammuTe nHpopmarmu | kareropun
WHxeHep-nporpaMMUCT 10 TeXHUYECKOH 3aiuTe nHpopmanuu |l kareropun
WmxeHep-nporpaMMHUCT 110 TEXHHYECKON 3aIuTe HHDOpMaIiu
Wnxenep-nporpaMMmuct | kateropuu

Nnxenep-nporpammuct |l kateropun

Nuxenep-nporpammuct Il kareropun

NHxeHep-nporpaMMHUCT

TpeGoBanwus K
00pa3oBaHMIO U
00y4eHUIO

Briciee oOpasoBanue — OakanmaBpuar B o0nacTd HHQPOPMAITMOHHOM
0e30MmacHOCTH

TpeboBanus K ONbBITY
MPAKTUYECKON pabOThI

Jlst moykHOCTEH 0€3 KaTeropHii — ONBIT padOTHI HE TpeOyeTCs
JIJIs TOTHKHOCTEH ¢ KaTeropueil — OmbIT padoThI B JOJDKHOCTH C 0oJiee HI3KOM
(mpenmiecTBYOIIEH) KaTeropueil He MEHee OJTHOTO To/1a

Oco06ble ycroBus
JOITyCKa K paboTte

Hamiame omycka K rocyapcTBeHHoit Taitne® (mpu Heo6X0quMoCTH)

Jlpyrue
XapaKTepI/ICTI/IKI/I

JIONOIHUTEIBHBIE XaPaKTEPUCTUKH

HaumenoBanue Kox HaumenoBanue 6a30Boii rpymniibl, JOTKHOCTH
JIOKyMEHTa (mpodeccun) WU CHeUaTbHOCTH
OK3 2519 Pa3paboTunky 1 aHATUTUKU IPOTPaMMHOIO
o0ecreyeHns U NMPUIIOKEHUH, He BXOJIAIINE B IpyTrHe
TPYIIIIBI
2425 CrniennanyicTsl OPraHoB TOCYJapCTBEHHOM BIIACTU
2523 CrenuanucTsl 10 KOMIBIOTEPHBIM CETSIM
EKCI — WnxeHep-nporpaMmMuCT (IIPOrpaMMUCT)
— WHxeHep-nporpaMMHUCT 110 TEXHUYECKON 3aIlInuTe
uH(popManun
OKIIATP 22824 WHxeHep-porpaMMHUCT
26579 Crieranmict mo 3anure HHPOpMauu
22567 Wuxenep no 3ammre HHGopMaum
3.2.1. TpynoBas ¢pyHkuus
JlnarHocTuka CUCTEM 3aIUThl HHPOPMAITHHI Yposenb
Hamvenosanue ABTOMATH3UPOBAHHBIX CHCTEM Kon | B/01.6 (monyposerr) 6
KBaJTM(hUKATTAH
gsgliIICIEEMGHHG TPYIOBOH Opurusan X igﬁr;z}sizaﬂo u3
Kon Perucrpanuonnstit
OopurruHajia HOMED
podeccHoHaNBEHOTO
CcTaHJaapTa
TpynoBble neHCTBUS Ob6HapyxeHue MHIIUJICHTOB B nporiecce AKCIUTyaTaIH
ABTOMAaTU3UPOBAHHOM CHCTEMBI
Unentuduxamnms UHIIUJCHTOB B npoiecce HKCIUTyaTaI[uH
ABTOMAaTU3UPOBAHHOM CHCTEMBI




10

OneHka 3aIUIIEHHOCTH aBTOMATU3UPOBAaHHBIX CUCTEM C IIOMOILBIO TUIIOBBIX
IIPOrPaMMHBIX CPEACTB

YCTpaHeHI/Ie HOCJ'ICI[CTBI/Iﬁ WHIOUJACHTOB, BO3HUKIIIHNX B Imponecce
OKCILTyaTalluki aBTOMAaTU3UpOB AHHOM CHCTEMBbI

Pacuer  mokasareneit = addexTrBHOCTH  3ammTEl  MHG(OpMAIHH,
00pabaTbIBaeMOil B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

WMHCTpyMEHTAIBHBI  KOHTPOJb TMOKa3zarene 3()PEeKTUBHOCTH 3alUTHI
uH(popmainu, o0padaThiBa€MOil B aBTOMaTU3UPOBAHHBIX CHCTEMaX

Heo6xoanumeie ymeHUs

OHpCI[CHSITB HNCTOYHUKHU U MPUYUHBI BOSHUKHOBCHUA NHIUACHTOB

O1eHUBATh IOCJICACTBUS BBIABJICHHBIX HHIIMACHTOB

OOHapyXMBaTh HAPYUICHUS MTPABUI pa3rpaHUUCHHS JOCTYIa

YcTpaHsaTh HapyIICHUs TPaBUII Pa3rpaHUUYCHUS JOCTYyIa

OcymiecTBiIATh KOHTPOJIb OOECIEYEHHUS YPOBHS  3alUIICHHOCTH B
ABTOMAaTU3UPOBAHHBIX CHCTEMaX

Hcnonp3oBaTh  KpunTorpaguueckue METOJBl W CPEJICTBA  3aIIUTHI
nH(pOpMallMK B aBTOMAaTU3HUPOBAHHBIX CHCTEMaX

HeoOxonuMble 3HaHUS

HOpMaTI/IBHHC IIPaBOBLIC AKTHI B obnactu 3allIHNThI I/IH(l)OpMaI_II/II/I

HarmoHnanbHbIe, MEXIOCyIapCTBEHHBIE W MEXKIYHApOJIHBIC CTaHIApTHI B
00J1acTy 3amuThl HHGHOPMAITUH

PYKOBOIDIHH/IG u METOJNYCCKHUEC AOKYMCHTBIL YIIOJTHOMOYCHHBIX
(bez[epaanHX OpraHoB HCITOJIHUTELHOHN BJIACTH I10 3aIuTC I/IH(l)OpMaI_II/II/I

OpraHuzalvoHHbIE MEPHI 110 3alIUTE HH(OpMaLUU

[IpyHIMIBI ~ TOCTPOEHUS  CPEACTB  3amUThl  WHGOpMAalUMU  OT
HECAaHKI[MOHUPOBAHHOTO JJOCTYIIA U YTEUYKHU MO0 TEXHUYECKUM KaHajIam

KpI/ITepI/II/I OICHKHU 3allTUIIICHHOCTH aBTOMaTH3Hp0BaHHOﬁ CHUCTCMBI

TexHuueckue cpeacTtBa KOHTPOds  3()(EKTUBHOCTH  Mep  3aIIUTHI
uH(popManuu

Permament I/IH(I)OpMI/IpOBaHI/IH nepcoHalia aBTOMaTI/I3I/IpOBaHHOI>’I CUCTCMEI O
BBIAABJICHHBIX MHITMJACHTAX

Pernament Yy4€Ta BbIAABJICHHBIX UHIIUJICHTOB

PernameHT ycTpaneHus NoCIeICTBUI UHITUAECHTOB

OcHOBHBIE ~ KpuUNTOrpauyeckue MEeTOJbl, aJITOPUTMbI, IPOTOKOJIBI,
UCIIONIB3YEMBIE IS oOecrieyeHusl  3alUThI uHbpopMaluu B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HApyrue
XAPAKTCPUCTUKHU

3.2.2. TpynoBas pyHKuust

AJIMUHHCTPUPOBAHUE CUCTEM 3aITUTHI YposeHsb
Hanmenosanue MH(OPMAIMY ABTOMATH3MPOBAHHBIX CHCTeM | KOA B/02.6 (1021ypoBeHn) 6
KBaJH(pUKaIuu
[Ipoucxoxaenue TpyaoBoi Ovurmman X 3aMMCTBOBAHO U3
byHKIUH P OpHTrHHaNA
Kon Perucrpanuonnstit
OpHTrHHaJIA HOMeEp
podeccHoHaNBEHOTO
cTaHzapra

Tpynoseie nencTBUs

YcTaHoBKa OOHOBIICGHUH MPOTPAMMHOTO 00€CTICeYeHIS] aBTOMATH3UPOBAHHOM
CHUCTEMBI
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OGecnieyenne Oe3zomacHOCTH uHpOpManuu ¢ yd4eToM  TpeOOBaHMS
3¢ (heKkTHBHOTO (HYHKITMOHUPOBAHHS ABTOMATH3NPOBAHHON CHCTEMBI

anaBneHI/Ie IMOJIHOMOYHMSAMHA JOCTYIIA MoaL30BaTelei aBTOMaTHSHPOBaHHOﬁ
CHUCTCMBI

WudpopmupoBaHne  TONb30BaTeNied O  TNpaBWIax  JKCIUTyaTalluu
ABTOMATU3UPOBAHHOW CHUCTEMBI C YYE€TOM TpEeOOBAaHHWM IO 3alIUTE
uHpopmaruu

[IpoBenenue 3aHATHII C MEPCOHAIOM MO paboTe € CHCTEMOM 3allluThI
uHpOpMALlMKM  aBTOMATU3UPOBAHHOM CHUCTEMBI, BKJIOYas IIPOBEJCHHE
MPAKTUYECKUX 3aHATUM C EPCOHAIOM HAa MAaKeTaxX WM B TECTOBOM 30HE

Buecenne  u3MEHEHMH B OKCIUIyaTallMOHHYK  JOKYMEHTALUI U
OpraHU3alMOHHO-PACIIOPAAUTENbHBIE JOKYMEHTBI 110 CHCTEME 3allUThI
nH(OPMALIUK aBTOMATU3UPOBAHHOM CUCTEMBI

HeoOxonumelie ymeHust

COSI[aBaTB, YAAJATE W U3MCHATH  YUCTHBIC 3allUCH I1OJIb30BaTeIICH
aBTOMaTH3Hp0BaHHOﬁ CUCTCMBI

CDOpMI/IpOBaTL I[NOJINTUKY 0€e30I1aCHOCTH MporpaMMHbBIX KOMIIOHCHTOB
ABTOMATHU3UPOBAHHBIX CUCTCM

YcranaBnuBaTh U HaCTpanBaTb OICPALIMOHHBIC CHUCTCMbI, CHCTCMBbI
YIIpaBJICHUA O6azamu JAaHHBIX, KOMIIBIOTCPHBIC CCTHU W HPOIrpaMMHBIC
CUCTEMEI C YYCTOM Tpe6OBaHI/II71 10 00€eCIIeYEHUIO 3allIUThI I/IH(bOpMaI_[I/II/I

Hcnonp3oBaTh  KpunTorpaguueckue METOJBl W CPEICTBA  3aIUTHI
nH(pOpMallMK B aBTOMAaTU3HUPOBAHHBIX CHCTEMAX

PeructpupoBaTh COOBITHS, CBS3aHHBIE C 3alIUTOM HH(pOPMAIMHA B
aBTOMAaTU3MPOBAHHBIX CUCTEMAX

AHaJ'II/I3I/IpOBaTL CO6LITI/I$I, CBA3aHHBIC C SaHIHTOﬁ I/IH(bOpMaI_[I/II/I B
ABTOMATH3UPOBAHHBIX CUCTEMAX

HeO6XOL[I/IMI>Ie 3HaHUA

[Tpununs!l GopMHUPOBAHUS MOJUTUKM HMH(GOPMAMOHHON O€30mMacHOCTH B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HpOFpaMMHO'aHHapaTHHe CpeacTBa 3aIlIUThI I/IH(I)OpMaI_[I/II/I
ABTOMATHU3UPOBAHHBIX CUCTEM

OcHOBHBIC KpI/IHTOl"pa(l)I/I‘-ICCKI/IC MCTOHI, AJITOPUTMBI, IMPOTOKOJIBI,
HCIIOJIB3YCMbBIC JIJIA 3alllUThI I/IH(i)OpMaHI/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAxX

Metoabl KOHTPOJS 3PPEKTUBHOCTH 3aIIUThl UH(GOpPMAIMU OT YTEUYKH IO
TEXHUYECKUM KaHajaM

KpI/ITepI/II/I OIICHKHU 3(1)(I)CKTI/IBHOCTI/I U HaJACKHOCTH CpCACTB 3alllUThI
MMpoOrpaMMHOTO oOecreyeHus ABTOMAaTU3WPOBAHHBIX CUCTEM

TexHuueckue cpeacTtBa KOHTpPoOds  3((EKTUBHOCTH  Mep  3allUThI
uH(popMalun

[IpyHIMIIBI OpraHu3alMM W CTPYKTypa CHCTEM 3alIUTHl IPOTrPaMMHOTO
o0ecreyeHns aBTOMaTH3UPOBAHHbBIX CHCTEM

ConepmaHHe U TOpAAOK JACATCIBHOCTH IICpCOHATIAa IO OJKCITyaTallunu
3alMUIICHHBIX aBTOMATU3UPOBAHHBIX CHCTCM H©U CHCTCM 0e30IMacHOCTH
ABTOMAaTHU3WPOBAHHBIX CUCTEM

OcHOBHEBIC MCPBI 110 3alIUTEC I/IH(i)OpMaI_II/II/I B aBTOMATU3UPOBAHHBIX CUCTEMAX

HApyrue
XAPaAKTCPUCTHUKHU

3.2.3. TpynoBas pyHkuus

VYnpasienue 3amuTol nHPopMaLuu B Yposenb
Hanmenosatne ABTOMATU3UPOBAHHBIX CHCTEMAX Kon | B/03.6 (moayposetb) 6
KBaTH(pUKAITIH
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IIpoucxoxxaeHue Tpy10BOH
GhyHKIIA

3anMCTBOBAHO U3
Opurunan X
OpuTHHAJIA
Kong PeructpanuonHslit
OpHUTHHAJa HOMEDp
po¢eCCHOHATHHOTO
CTaHJapTa

Tpynoseie nencTBUs

AHann3 BO3JCHCTBUS W3MEHEHHH KOH(PHUTypaluud aBTOMATH3UPOBAHHOM
CUCTEMBI Ha €€ 3alIUIICHHOCTh

CocTaBineHue KOMIUIEKCA IMPaBui, MPOUEAYp, MPAKTUYECKUX IPUEMOB,
NPUHIIMIIOB ¥ METOJIOB, CPEICTB OOECHEYCHUs 3alUThl MHPOPMAIUU B
ABTOMaTU3UPOBAHHON CUCTEME

OreHka MoCJIeNCTBUI OT peain3anuu yrpo3 0e30macHOCTH WH(POpMAIUU B
ABTOMATH3UPOBAHHOMN CUCTEME

AHanu3 U3MEHEHUs yrpo3 0€30MacCHOCTH UHPOpPMALIUT
ABTOMAaTH3UPOBAHHOM CUCTEMBbI, BO3HUKAIOIIMX B XOJI€ €€ 3KCILTyaTalluu

Heo6xoanmeie ymeHUst

OHGHI/IBaTI) I/IH(i)OpMaIII/IOHHI)Ie PUCKHU B aBTOMATH3UPOBAHHBIX CUCTCMAX

KnaccuduiupoBaTs 1 OlleHUBATh YIPo3bl 0€30macHOCTH UHGOpMAITUT

OnpenensaTh  mouIeXamye  3ammre  UHOOPMAIMOHHBIE  PECYPCHI
ABTOMAaTU3UPOBAHHBIX CHCTEM

HpI/IMerlTI) HOPMAaTHUBHBIC AOKYMCHTBIL 110 3alIuTe oT
HECaHKIIMOHUPOBAHHOTO JOCTyNMa K HH(OpMALMK U MPOTUBOACHCTBUIO
TEXHUYECKON pa3BEIKeE

Pa3pa6aTI)IBaTI) MMPCAJIOXKCHUA o COBCPUICHCTBOBAHUTIO CUCTCMBI
YIpaBJICHUA 3aIIUThI I/IH(bOpMaI_[I/II/I ABTOMATHU3UPOBAHHLIX CUCTCM

KongurypupoBaTte  mapameTpbl ~ CUCTEMBI  3alIUTBl  HHQOpPMAIHUH
aBTOMAaTU3UPOBAHHBIX CUCTEM

[TpuMeHSTh TEXHHUECKUE CPeACTBAa KOHTPOIIS () (HEeKTUBHOCTH Mep 3aIIUTHI
uHpopManuu

HeoOxoaumeble 3HaHASA

OcCHOBHBIE METO/Ibl YIIPABIEHUS 3aIMTON HHPOPMAITUU

OcHOBHBIE yrpo3bl 0€30MaCHOCTH MH(OPMAIMM U MOJENH HapyLIUTENs B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

MGTO,[[BI 3alllUThI I/IH(I)OpMaI_[I/II/I OT HCCAHKIIMOHUPOBAHHOI'O JOOCTYIIa U
YTCYKH IO TCXHUYCCKHUM KaHaJlaM

HOpMaTI/IBHHe ITPaBOBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaLII/II/I

HanmoHnaneHble, MEXIOCYJapCTBEHHbIE M MEXIYHApOJHbIE CTaHIApThl B
o0acTu 3amuThl HHGOPMaIUU

PykoBomsimue w = MeETOOMYECKHME  JOKYMEHTBI  YIOJHOMOYEHHBIX
(benepabHBIX OPraHOB MCIIOJHUTEIHLHOM BJIIACTH IO 3aIUTe WH)OpMAITUU

HApyrue

XapPaKTCPUCTHKU

3.2.4. Tpynosast pyHkuus

OOGecneyeHune pabOTOCTIOCOOHOCTH CUCTEM YposeHs
HaumenoBanue 3anUThl HHGOpPMAIMK TPU BO3HUKHOBeHUH | Kox | B/04.6 (momypoBeHs) 6
HEILTATHBIX CUTYalU KBanubuKarun

[Ipoucxoxaenue Tpya0BOH
GdbyHKIAH

3anMCTBOBaHO U3
OpurrnHajia

Opurunan X
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Kon Perucrpanuonnslit
OpHTrHHaNIA HOMeEp
npodeccHoHaNBEHOTO
CTaHJapTa

Tpynoseie nencTBus

OObHapyxeHne HeucnpaBHOCTEH B paboTe CHCTEMBl 3alIUTHl WH(OpPMALUU
ABTOMATU3UPOBAHHON CUCTEMBI

YcTpaHeHne HEUCHpPaBHOCTEH B paboTe CUCTEMBbI 3aIIUTHI MH(OpMAIHH
ABTOMATU3UPOBAHHON CUCTEMBI

PesepBupoBanne mTporpaMMHOTO O0OECIICUCHUS, TEXHHUYECKUX CPEJICTB,
KaHaJIOB Mepeayu JaHHbIX aBTOMATU3UPOBAHHOW CHCTEMBI YIPABJICHUS HA
CJIy4ail BOBHUKHOBEHUS HEIITATHBIX CUTYalIUI

Co3nanue ajabTEPHATHBHBIX MECT XpaHCHHsI U 00pabOTKHM MHGPOPMAIMKM Ha
CJIy4ail BOBHUKHOBEHUS HEIITATHBIX CUTYALIUH

BoccranosieHue 1mocie cOOE€B M OTKAa30B IIporpaMmMHOI o obecneyeHus
ABTOMATHU3UPOBAHHBIX CUCTCM

HeoOxonumele ymeHust

HpI/IMeHSITL THUIIOBBIC  IIPOTI'paMMHBIC CPCACTBA PC3CPBUPOBAHHA U
BOCCTAaHOBJICHHUA I/IH(i)OpMaIII/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX

HpI/IMCHSITB cpeacTBa obecreyeHus OTK&BOYCTOfIQHBOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

KrnaccugumupoBats 1 OlIEHUBAThH YIPO3bl HHPOPMAIIMOHHOW 0€301aCHOCTH

HpI/IMeHSITB IMpOrpaMMHBIC CPCIACTBA obecneyeHus1 6€30I1aCHOCTH JaHHBIX

JloKyMeHTHpOBaTh JEHCTBUSA MO YCTPaHEHHIO HEUCIpPaBHOCTEH B paboTe
CHCTEMBI 3alUThl HH(OPMALIMK aBTOMAaTU3UPOBAHHOMN CUCTEMBI

Heo0xoaumble 3HAHUS

Meroabl u CTII0COOBI obecrnieueHus OTKa30yCTOMYHUBOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

ConepmaHHe U TOpAAOoK JACATCIBHOCTH IICpCOHATAa IO OSKCITyaTallun
3aIMUIICHHBIX ABTOMATU3UPOBAHHBIX CUCTEM W IHOJACHUCTEM 0e30MmacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTEM

OcHOBHBIC I/IH(I)OpMaI_II/IOHHBIe TCXHOJIOTHH, HCIIOJIb3YEMBbIC B
ABTOMATH3UPOBAHHBIX CUCTEMAX

HpI/IHI_II/IHLI MOCTPOCHUA CPEACTB 3alIUThLL I/IH(I)OpMaI_[I/II/I OT YTCUKH 110
TCXHUYCCKUM KaHaJlaM

[IporpammHo-anmapaTtHble CpencTBa OOecreyeHus 3aluThl WH(OopMaIuu
ABTOMAaTU3UPOBAHHBIX CUCTEM

HopMmaTuBHbI€ 11paBOBBI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PykoBomsiimmue W MeTOOMYECKHME  JOKYMEHTBHl  YIOJHOMOYEHHBIX
(dbeneparbHBIX OPraHOB MCIIOJHUTEIHLHOM BJIIACTH IO 3aIIUTe WH)OpMAIUU

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3alIUTC I/IH(bOpMaI_II/II/I

HApyrue
XAPaAKTCPUCTHUKHU

3.2.5. TpynoBas pyHKkuus

MOHUTOPHHT 3alUIEHHOCTH HH(OpMaIUn YposeHsb
Hamvenosanue B aBTOMATH3HPOBAHHBIX CUCTEMAaX Kon | B/05.6 (monyposerr) 6
KBaJH(puKanuu
[Ipoucxoxaenue TpyaoBoi Ovurmman X 3aMMCTBOBAHO U3
¢byHKIIH P OpUrMHAalIa

Kon Perucrpanuonnslit
opuruHana HOMED
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podeccHoHaNBEHOTO
cTaHgapra

TpynoBsie nencTBUs

BreipaboTka pekoMeHAamwii ISl TPUHATHS PEIICHUsS O MOJCPHU3AINH
CHCTEMBI 3alTUThl HHPOPMAIIMA aBTOMATHU3UPOBAHHOW CHCTEMBI

BeipaboTka pexkoMeHIanmuid s TPUHATHS PEUIeHHs O IOBTOPHOM
aTTecTallud  aBTOMATU3MPOBAaHHOM  CHCTEMBl HMIM O  IPOBEICHHUHU
JIOTIOJIHUTEIIbHBIX aTTECTAllMOHHBIX UCIIBITAHUN

BrisiBiaenue yrpo3 Oe3zonmacHocTH HHGOpMaluyd B aBTOMAaTHU3UPOBAHHBIX
cucTreMax

[lpuHsATHE Mep 3amUThl HWHGOPMALUHM HPU BBISBICHHH HOBBIX YyIpo3
6e3onacHoCcTH HHPOPMALIUN

AHaJIN3 HEOCTATKOB B (DYHKIIMOHHUPOBAHUN CUCTEMBI 3aIIUTH HH(OpMaIiH
ABTOMAaTU3UPOBAHHON CHCTEMBI

YcrpaHeHne HEAOCTAaTKOB B (DYHKIIMOHHPOBAHMHM CHUCTEMBI  3aIlUTHI
nH(}OpMaIK aBTOMATU3UPOBAHHON CUCTEMBI

Heo6xoanumeie ymeHust

KnaccugummpoBars 1 OleHHBATH Yrpo3bl HHPOPMAIIMOHHOHN 0€301MacHOCTH

AHanu3upoBarb IIPOrPaMMHBIE, APXUTEKTYPHO-TCXHUYECKUE u
CXEMOTEXHUYECKHE PEIIECHUsI KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX CUCTEM C
LENbI0  BBIABIECHUS  HOTEHLMAJIbHBIX  ys3BUMOCTeHl  Oe3omacHOCTH
MH(pOpMaLMU B aBTOMATU3UPOBAHHBIX CUCTEMAaX

HpI/IMeHSITB HOPMATUBHBIC NOKYMCHTBHI II0 3allUTC I/IH(1)OpMaLII/II/I oT
HCCAHKIIMOHHUPOBAHHOI'O AOOCTYyIla U HpOTHBOIIGfICTBHIO TECXHHUYICCKOU
pa3BCIAKEe

KonTponmupoBath 3QPEKTUBHOCTh MPUHATHIX MEP IO PEATU3alUN MOJIUTHK
6e3omacHoCcTH HH(OPMAIIUK ABTOMATU3UPOBAHHBIX CHCTEM

KonTponupoBarh coObITUSI 0€30MACHOCTH M JEHCTBUS IOJIb30BaTeNen
ABTOMATU3UPOBAHHBIX CHCTEM

[TpuMeHATh TEXHUUECKUE CPeACTBAa KOHTPOJI () (HEKTUBHOCTU Mep 3aIUTHI
uH(popManuu

JloKkyMeHTHpOBaTh MPOLETyphl M PE3YJIbTAaThl KOHTPOJIS (PYHKIIMOHUPOBAHUS
CUCTEMBI 3alIUThl THPOPMAIIUN aBTOMAaTU3UPOBAHHON CHCTEMBI

HeO6XOL[I/IMI>Ie 3HaHUA

ConepxcaHI/Ie U TOpAAOK JACATCIBbHOCTH IICPCOHANIA II0 OSKCITyaTallun
3alMUIICHHBIX aBTOMATU3UPOBAHHBIX CHUCTEM W ITOACUCTEM 0e30macHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

OcHoBHbBIE yrpo3bl 0€30MACHOCTH MHQOPMAIMK U MOJENIN HAPYUIUTENs B
ABTOMATH3UPOBAHHbIX CHCTEMaxX

OcHoBHBIE  KpUNTOrpadUUYEeCKUe METOMAbI, aJTOPUTMbI, IPOTOKOJIBI,
UCTOJIb3yeMble JUIs 3alIUThl HH()OPMAIIMK B aBTOMATU3UPOBAHHBIX CHCTEMaxX

[IporpammHoO-anmapaTHpie CpencTBa OOECTedYeHUs 3aIUuThl UHOOPMAIIN
ABTOMATU3UPOBAHHBIX CUCTEM

MGTO)II)I 3alIUThI I/IH(i)OpMaI_[I/II/I OT YTCUKHU IO TCXHUYCCKUM KaHajlaM

HopmaTtuBHbIe 1paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PykoBomsimmue w = MeTOOMYECKHME  JOKYMEHTBHI  YIOJHOMOYEHHBIX
(dbeneparbHBIX OPraHOB MCTIOJHUTEIHLHOM BJIACTH IO 3aIUTe WHDOpMAIUN

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3a1IUTC I/IH(I)OpMaLII/II/I

HApyrue
XaPAKTCPUCTHUKHU

3.2.6. TpynoBas pyHkuus
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Hanmenosanue

IIpoucxoxxaeHue Tpy10BOH
GhyHKIIA

AyauT 3aunieHHOCTH HHPOPMaIIUK B Vposenb
ABTOMATH3UPOBAHHBIX CHCTEMax Kon | B/06.6 (moayposeHb)
KBaJTU(DUKAIHA
Opuruman X 3auMCTBOBaHO U3
OpHTHHAA
Kon PeructpanuonHslit
OpHTHHANA HOMEp
npodeccHoHaNbEHOTO
cTaHjapra

Tpynoseie nencTBUs

Onenka nH(GOPMAIIMOHHBIX PHCKOB

O6ocHOBaHME ¥ KOHTPOJb PE3YJIbTAaTOB YIPABICHYECKUX pEIICHUH B
o0actu 6e30macHOCTH MH(OpMAIMK aBTOMAaTU3UPOBAHHBIX CUCTEM

DKcnepTu3a COCTOSIHUS 3alUIIIEHHOCTH HH(OPMAalliy aBTOMAaTU3UPOBAHHbIX
CUCTEM

O6ocHoBaHMe KpUTEPUEB 3P PEKTUBHOCTH
3aIIMIIEHHBIX aBTOMAaTH3HPOBAHHBIX CHCTEM

(byHKIMOHUPOBAHUS

Heo6xoanmeie ymeHust

KrnaccudumupoBats U OIEHUBATh YTPO3bl 0E30MACHOCTH WH(MOPMALUU IS
00bekTa nHpOpPMaATH3ALUN

Pa3pabarbiBaTh  NpEUIOKEHHS IO  COBEPLICHCTBOBAHMIO  CHUCTEMBI
ynpaBieHus: HMHGPOPMALMOHHON 0€30IacCHOCTBIO  aBTOMATU3MPOBAHHBIX
CUCTEM
Pa3pabarbiBaTh ITOJINTUKHA Oe3omacHoCTU UHPOpPMALIUU
aBTOMAaTH3UPOBAHHBIX CHCTEM
[IpuMeHsSTh MHCTPYMEHTAJIbHBIE CpPEACTBA KOHTPOJS 3allUIIEHHOCTH
MHGOPMAaLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

HeoOxonumeie 3Hanust | OCHOBHbIE  KpUNITOTpapUUeCKHE€ METOJbl, AJTOPUTMBI, IPOTOKOJIBI,

HCIIOJIb3YCMbIC JJI1 3alIUThI I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX

CnocoObl 3amuTel MHGOPMAIMU OT HECAHKIMOHHWPOBAHHOIO JIOCTyNa H
YTEUKH 10 TEXHUYECKUM KaHaJlaM

Meroapl  KOHTpOJS  3(PGEKTUBHOCTH  3alUTHl  HUHGOPMAIMH  OT
HECAaHKI[MOHUPOBAHHOIO JOCTYIA U YTEUYKHU N0 TEXHUYECKUM KaHajiam

[TpyHIMIIBI TOCTPOEHUS CUCTEM 3aIUTHI HH(OpMaUn

HOpMaTI/IBHHe IIPaBOBLIC AKTHI B obactu 3alllUThI I/IH(l)OpMaI_II/II/I

PykoBomsiimme w MeToauMyecKue  JOKYMEHTBl  YIOJHOMOYEHHBIX
(benepabHBIX OPraHOB MCIIOTHUTEIHHOM BJIACTH IO 3aIUTE WHOpMAIUU

OpFaHI/I3aL[I/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_II/II/I

HApyrue
XaPAKTCPUCTHUKHU

3.2.7. TpynoBasi pyHKuus

VYcraHoBKa U HaCTpOMKa CPENICTB 3AIIUTHI YposeHs
HaumenoBanme uH(pOpMaIIMK B aBTOMATU3HUPOBAHHBIX Kon | B/07.6 (momypoBeHs) 6
cucremax KBaJTM(hUKATTAH
IIpoucxoxxaenue Tpy10BOH Opurmman X 3anMCTBOBAHO W3
GdbyHKIAH OpUTHHAJIA
Kon Perucrpanuonnslit

opurvuHajia HOMCED
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podeccHoHaNBEHOTO
cTaHgapra

TpynoBsie necTBUs BX0oIHOW KOHTPOJIb KauyecTBa KOMIUICKTYIOIIUX H3JEIUNA CUCTEMBI 3aILHUThI
nH(popMaIu aBTOMaTH3UPOBAHHOW CUCTEMBI

OcyuiecTBieHHE aBTOHOMHOM HalaJKM TEXHUYECKUX U IPOrpaMMHBIX
CPEICTB CUCTEMBI 3aLIUThI UH()OPMAIIMM ABTOMAaTU3UPOBAHHON CUCTEMBbI

HpOBeﬂeHI/Ie MMPUEMOYHBIX HUCIIBITAHUN CHCTEMBI 3alIUThI I/IH(bOpMaI_II/II/I
aBTOMaTH3HpOBaHHOﬁ CUCTEMBI

BreceHnue B 3kCIUTyaTallHOHHYIO JJOKYMEHTAMIO U3MEHEHHH, HAIIPaBJICHHBIX
Ha yCTPAHEHUE HEJJOCTATKOB, BBISIBJICHHBIX B POLECCE UCTIBITAHUI

HeoGxonuMele yMeHUst | AIMHUHHUCTPUPOBAaTh  IPOTPAMMHBIE  CPEICTBA  CHUCTEMbl  3allUTHI
uH(OPMALIU aBTOMATU3UPOBAHHBIX CUCTEM

VYcTpaHsITh H3BECTHBIE YA3BUMOCTH  aBTOMATHU3MPOBAHHOW  CHUCTEMBI,
NPUBOJSAIINE K BOBHUKHOBEHHUIO yrpo3 0€30macHOCTH HHPOPMALIUU

HpI/IMeHSITB HOPMATUBHBIC HNOKYMCHTBI II0 3allUTC HHQ)OpMaHI/II/I oT
HCCAHKIIMOHHUPOBAHHOI'0O AOOCTYyIla U HpOTHBOIIGfICTBHIO TECXHUYICCKOU
pa3BCIAKE

HpI/IMerlTI) AHAJITUTUYCCKUC u KOMITBIOTCPHBIC MOACIIN
ABTOMATU3HPOBAHHBIX CUCTEM U CUCTEM 3alllUTHI HH(i)OpMaI_II/II/I

[TpoBOIUTH aHANMU3 CTPYKTYPHBIX M (DYHKIIMOHAIBHBIX CXEM 3allUIIEHHON
ABTOMAaTU3UPOBAHHOM CUCTEMBI

OnpenensaTh mapamMeTpbl HACTPOUKH IMPOTPAMMHOIO 00ECIICYCHHS CHUCTEMBI
3alUThl HHHOPMAIUU aBTOMATU3UPOBAHHON CUCTEMBI

HeoOxonumeie 3Hanust | OCHOBHBIE Yrpo3bl 0€30mMacHOCTH MH(POPMAMK M MOJAETH HApYIIWUTENS B
aBTOMAaTU3MPOBAHHBIX CUCTEMAX

Coz[epxcaHHe 3KCHHyaTaHHOHHOﬁ AOKYMCHTAaIUH aBTOMaTH3Hp0BaHHOﬁ
CHCTCMBI

TumnoBble  cpencTBa, METOABI W MPOTOKOJNBI  WIACHTU(HKAIIH,
ayTeHTH(UKAITUN U aBTOPU3AIIN

OcHOBHBIE MCDPBI 110 3alIUTEC I/IH(I)OpMaI_II/II/I B aBTOMATU3UPOBAHHBIX CUCTCMAX

HopMmaTuBHBI€ ITpaBOBbIE aKThl B 00JACTH 3aIlIUTHI HHYOpPMALUK

PykoBomsiimme w MeTOOMYECKHME  JOKYMEHTBHl  YIOJHOMOYEHHBIX
(benepabHBIX OPraHOB MCIIOTHUTEIHHOM BJIACTH IO 3aIKUTE WHOpMAIUU

Hpyrue -

XapPaAKTCPUCTHUKHU

3.2.8. TpynoBasi pyHKkuust

Pa3paboTka opranu3alnoHHO-
YpoBeHb
ACIIOPASUTENBHBIX JOKYMEHTOB I10 3alllUTe
HaumeHoBaHME p Pl JOKYM m Koxn | B/08.6 (omypOBEHB) 6
I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX KBaJ‘II/I(bI/IKaIlI/II/I
cucremMax
IIpoucx HU BOI AUMCTBOBAaHO U
POHUCXOXKJIEHUE TPYAOBO Opuruman X 3aUMCTBOBAHO U3
byHKIUH OpHIHHaNa
Kon Perucrpanuonnslit
OpHUrHHAJa HOMeEp
po¢eCCHOHAIHHOTO
CTaHJapTa
TpynoBsie neicTBUs OmnpeneneHre MpaBuil M NPOUEAYp YIPABICHHS CUCTEMOW 3alllUThI

uHOpPMALIUK aBTOMATU3UPOBAHHOM CUCTEMBI
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OrnpezesieHne MpaBuil U TPOLIETYP BBISBICHUS HHITUACHTOB

OnpezneneHnre NpaBUi M MPOLEAYP MOHUTOPHHTa OOECIICUEHHUS YPOBHS
3aIIMIIEHHOCTH MH()OpPMALMU aBTOMAaTH3UPOBAHHON CHCTEMBI

Onpenenenre mpaBUil W MPOIENyp 3aIIUTHl MHPOPMALUU TPH BBIBOJE
ABTOMATU3UPOBAHHON CHCTEMBI M3 SKCILTyaTalluu

Omnpenenenue MpaBuil U NPOLEAYp PearnpoBaHUs Ha UHIUICHTHI

Heo6xoanmeie ymeHUs

KrnaccudunupoBats 1 OlEHUBATh YIPO3bl HHPOPMAIIMOHHOW 0€30IaCHOCTH

[IpuMeHATh HOpPMATHUBHBIE JAOKYMEHTBHI [0 3alllUTe WHPOPMAHUHA OT
HECAHKI[MOHUPOBAHHOIO JOCTyNa W MPOTUBOJACHUCTBUIO TEXHUYECKOU
pasBenke

OnpenensTh mapaMeTpbl HACTPOUKH MPOTPAMMHOTO 00ECIIEYCHHSI CUCTEMBI
3alUThl ”HGOPMAlUU aBTOMATU3UPOBAHHON CUCTEMBbI

Kontponuposats 3 QeKTUBHOCTh IPUHATHIX MEP MO 3aIKUTe HHGOPMAIHH B
ABTOMAaTU3UPOBAHHBIX CHCTEMaX

Heo0Oxoaumbie 3HAHUS

Coz[epn(aHHe U [OpAaOoK JACATCIBHOCTH IICpCOHATIA IO OBKCILTyaTalun
3AUINCHHBIX ABTOMATHU3UPOBAHHBIX CUCTCM K CUCTCM 3allIUThI I/IH(i)OpMaL[I/II/I

OcHOBHBIE yrpo3bl 0€30MaCHOCTH MH()OPMAIMM M MOJEIHA HAPYIIUTENS B
ABTOMAaTU3UPOBAHHBIX CHCTEMaX

OCHOBHBIE KpI/IHTOl"pa(i)I/I‘ICCKI/IC MCTOAHI, AJIr'OPUTMBI, IIPOTOKOJIbI,
HCIIOJIB3YCMbIC JJIA 3alllUThI I/IH(i)OpMaHI/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAax

[IpyHIMIBI ~ TOCTPOEHUS  CPEACTB  3aluThl  WH(GOpPMAlUUU  OT
HECAHKI[MOHHUPOBAHHOTO JJOCTYIIA U YTEUYKHU MO TEXHUYECKUM KaHajIam

HOpMaTI/IBHHC IIPaBOBLIC AKTHI B obnactu 3aIlIUThI I/IH(l)OpMaI_II/II/I

PYKOBOIDIHH/IG u METOJNYCCKHUEC AOKYMCHTBIL YIIOJTHOMOYCHHBIX
Q)ez[epaanHX OpraHoB HCITOJIHUTEILHOHN BJIACTH I10 3aIIuTC I/IH(l)OpMaI_II/II/I

HApyrue
XAPAKTCPUCTUKHU

3.2.9. TpynoBasi pyHkuus

AHaJu3 ysI3BUMOCTEH BHEAPSIEMON CHCTEMBI Yposenp
HaumenoBanue 3aIUTE HHQOPMALHH Koxn | B/09.6 (omypOBEHB) 6
KBaJH(UKAINU

IIpoucxoxaeHue Tpy10Bon
GbyHKIIH

3anMCTBOBaHO U3

Opurunan X
OpHUTHHAJIA
Kon PeructpanuonHsiit
OopuUTHHaJa HOMEDp
podeccHoHaNBEHOTO
CTaHJapTa

Tpynoseie nencTBUs

Beibop u obocHoBanue kpurepueB 3(h(HeKTHBHOCTH (HYHKIMOHHPOBAHUS
3alUIIEHHBIX aBTOMATH3UPOBAHHBIX CHCTEM

HpOBe,Z[eHI/IC aHaJln3a yA3BUMOCTU TIPOTpaMMHBIX W HIPOrpaMMHO-
arrmapaTHbIX CPEACTB CUCTEMbI 3allIUThI I/IH(i)OpMaHI/II/I aBTOMaTHSHPOBaHHOfI
CHUCTCMBI

[IpoBenenne HKCHEpPTU3bl  COCTOSHMS — 3alIMIEHHOCTH  HMH(pOpMAaIUu
ABTOMATHU3UPOBAHHBIX CHCTEM

YrTounenue MOJIeNN yrpo3 0e30macHOCTH uHbopMauu
aBTOMaTH3HpOBaHHOﬁ CHUCTCEMBI

[IpoBenenmne npeaBapUTEIbHBIX UCTIBITAHUI CHCTEMBI 3aIIUTHI HHPOpMAIUU
ABTOMATU3UPOBAHHON CUCTEMBI




18

[IpoBenenue aHanu3a YS3BUMOCTEMN aBTOMAaTU3UPOBAHHBIX u
MH(POPMALIMOHHBIX CHCTEM

HeoOxomumbie ymeHUst

KnaccudpunupoBate U OLEHUBATH YIrpo3bl 0e30MacHOCTH HH(POpMAIHU
ABTOMATU3UPOBAHHON CUCTEMBI

Pa3zpaOaTbiBaTh  HpPEUIOKEHUS] IO  COBEPLICHCTBOBAHMIO  CHCTEMBI
yIpaBJIeHUS 3aIIUTON HHPOPMALIMU aBTOMATU3UPOBAHHON CHCTEMBI

[TpoBOIUTH aHAU3 JOCTYIHBIX HH()OPMAIIMOHHBIX MCTOYHHUKOB C IIEIBIO
BBISIBJICHHSI U3BECTHBIX YA3BUMOCTEH, HCIOJIB3YEMBIX B CHUCTEME 3alllUTBHI
uH(OPMALIMU TIPOTPAMMHBIX U IPOTPAMMHO-aNIapaTHIX CPEACTB

VYCTpaHsTh BBISBICHHBIE YS3BHUMOCTH aBTOMAaTU3MPOBAHHOW CHCTEMBI,
NPUBOSAIINE K BOBHUKHOBEHHUIO yrpo3 0e30macHoCTH HHPOPMALUU

HeoOxonuMble 3HaHUS

OCHOBHBIE METOIbI U CPEJCTBA KPUNTOrpadhUyecKoi 3auThl HH(OOpPMALIUN

Crioco6b1 3amuThl “HGOPMAMKA OT HECAHKIMOHUPOBAHHOTO JOCTyNa M
YTEUKH 10 TEXHUYECKUM KaHajaMm

CrocoObl  KOHTpOJIST  A(PQPEKTUBHOCTH  3alIUTHl  HHPOPMAIIUH  OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA U YTEYKH [0 TEXHHYCCKUM KaHaiaM

HopmatuBHBIE TPaBOBBIE aKTHI B 00JIACTH 3alIUTHI HH(OPMAIHN

PykoBomsiimme ¥ METOOMYECKME  JOKYMEHTBI  YIOJITHOMOYEHHBIX
(benepanbHBIX OPraHOB MCIIOJTHUTEIHLHON BJIACTH I10 3alIUTe WH(OPMAIIUN

OpraHuzalvoHHbIE MEPHI 110 3alUTE HH(OpMaLUU

ConepxcaHI/Ie 3KCHHyaTaHHOHHOﬁ AOKYMCEHTaIU1 aBTOMaTHSHpOBaHHOﬁ
CHCTCMBI

Jlpyrue
XapaKTepI/ICTI/IKI/I

3.2.10. TpynoBas ¢pyHkuus

Brenpenne opraHU3almOHHBIX MEp 110 YpoBeHs
Haumenosanmue 3amuTe HHPOpPMAIIIH B Kon | B/10.6 (moxypoBeHs) 6
ABTOMATHU3UPOBAHHBIX CUCTEMAX KBaTMQrKaLiy

IIpoucxoxaeHue Tpy10Bon
GbyHKIIH

3anMCTBOBaHO U3

Opurunan X
OpHUTHHAJIA
Kong PeructpanuonHsiit
OpHUTHHAJIA HOMEp
poeCCHOHATHHOTO
CTaHIapTa

TpynoBsie neicTBUs

IIpoBeneHne TpOBEpPKHM MOJHOTHI ONHMCAaHMS B OpPraHU3ALMOHHO-
paclopsiAMTENbHBIX ~ JOKYMEHTaX Ha AaBTOMAaTU3UPOBAHHYIO CHUCTEMY
JNEHCTBUI MepcoHala MO peaJu3aliid OpPraHU3allMOHHBIX MEpP 3alllUThI
uH(popMalun

[TpoBenenue 3aHATHI C TEpCOHANIOM MO paboTe C CHUCTEMOW 3allUTh
uH(pOpMallMd aBTOMATU3UPOBAHHONW CHCTEMBI, BKJIIOYas MpPOBEICHHE
MIPAKTUYECKUX 3aHATUN HA MAKETax WM B TECTOBOU 30HE

[TonrotoBka MOKYMEHTOB, OMNPEICTAIONMX TpaBWia HW  OPOLEAYPHI,
peaiM3yeMble OMepaTopoM JJis oOOecrleueHus 3amuThl HHpopManuu B
WH()OPMAITMOHHOW CHCTEME B XOJI€ €€ IKCIUTyaTalluu

[IpoBeaeHne MpoOBEpKH TOTOBHOCTH IMEPCOHANIa K AKCILTyaTallMd CUCTEMBI
3alUThl HHOPMAIIUU aBTOMAaTU3UPOBAHHON CUCTEMBbI
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[TonroroBka JOKYMEHTOB, OMPENEISIONINX MTPaBUia U IPOLEAYPbl KOHTPOJIS
00eCIeYeHHOCTH YpPOBHS 3allUIICHHOCTH WH(OpMAIlUU, COJIepKalIeiics B
nH(}OPMaLMOHHOMN CHCTEME

[logroToBka JOKYMEHTOB, OINPECISIONMX TMpaBUja U IPOLETYpPHI
BBISIBJICHHMSI MHIIMJCHTOB, KOTOpPbIE MOTYT TMPUBECTH K cOOSIM WIH
HapyIICHUIO  (DYHKIMOHUPOBAaHUS  MHPOPMAIIMOHHOW  CUCTEMBI  H
BO3HHUKHOBEHUIO YIrpo3 0€301macHOCTH MHPOpMAITIT

[logroToBka AOKYMEHTOB, OINPECISIONMX IMpaBUja U IPOLETYpPHI
yIpaBIeHUS KOHPUTYpaliel aTTeCTOBaHHOW HH(POPMAITMOHHON CUCTEMOM 1
CUCTEMOH 3alTUThl UHGOPMAITUU HHPOPMAITIOHHON CHCTEMBI

Heo6xoanumeie ymeHUst

Peann3oBbIBaTh MpaBuiIa pa3rpaHUYCHUss AOCTYIA MEpcoHala K 00beKTaM
JocTyna

AHanu3upoBaTh MPOrpPaMMHBIE U NPOTrpaMMHO-ANIapaTHbIE PEIICHUs IMPU
IPOEKTUPOBAHUU CUCTEMBI 3aIlUThl HH(OPMALMM C LEIbIO BBIABICHUA
IIOTEHIMAIbHBIX YSI3BUMOCTEN Oe3omacHOCTH uHpOpMaLUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAX

OOyuarb mepcoHan aBTOMATHU3UPOBAHHOM CHUCTEMBI KOMIUIEKCY MeEp
(mpaBuIta, MPONETyphl, MPAKTUYECKHE MPUEMBI, PYKOBOJSIINE MPHUHIHIIBL,
METOJBI, CPEICTBA) JJIsl 00EeCTIeUeHNS 3aIUTHI HHPOPMALIUU

OcymiecTBiATh IJIAHUPOBAaHHE W OpPraHM3alMI0 paboOThl  TMEepcoHalia
ABTOMATH3UPOBAHHOW CHCTEMBI C YYE€TOM TpPEOOBAHHMA 10 3alIUTE
uHpopmauu

KondurypupoBars arrecToBaHHYI0 HH()OPMAITMOHHYIO CHCTEMY M CHCTEMBI
3aiuUThl HHGOPMaUU HHPOPMAITMOHHON CHCTEMBbI

Heo0xoaumbie 3HAHUS

HopmaTuBHblE 1paBOBbIE aKThl U  HAlMOHAJbHBIE CTAHIAAPTHl IO
JIMIIEH3UPOBAHUIO B 00J1aCTH 00eCeYeHHs 3aIUThl TOCYAAPCTBEHHOM TaliHbI
U cepTU(UKALUY CPEJICTB 3alIUTHl HHPOPMAIUU

MeTtonsl, ciocoObl, CpeacTBa, MOCIEA0BATENBHOCTh U COJIEP’KaHUE ITAIoB
pa3pabOTKM  aBTOMATHU3MPOBAHHBIX  CHUCTEM UM CHCTEM  3alllUThl
aBTOMAaTU3UPOBAHHBIX CUCTEM

HopMmaTuBHbI€ 11paBOBBI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PYKOBOJISIHII/IG u METOJUYCCKHUEC AOKYMCHTBIL YIIOJTHOMOYCHHBIX
(pez[epaanHX OpraHoB HCIIOJIHUTEILHOMN BIACTH IO 3aIIuTeC HH(bOpMaHPII/I

OpraHuzalvoHHbIE MEPHI 110 3alIUTe HH(OpMaLUN

Metoauku cepTUGHUKAIMOHHBIX UCTIBITAHUN TEXHUYECKUX CPE/ICTB 3alllUThI
uH(pOpMallMd OT HECAaHKIMOHUPOBAHHOTO JOCTyNNa M YTEYKH 11O
TEXHUYECKMM KaHallaM Ha COOTBETCTBHE TPEOOBaHUSAM IO OE30MacHOCTH
uH(pOopMalun

MCTO,Z[BI, CIIOCOOBI | cpeacTBa obecrnieucHUs OTKaSOYCTOﬁQHBOCTH
ABTOMAaTHU3UPOBAHHBIX I/IH(i)OpMaHI/IOHHI)IX CHCTEM

HApyrue

XapPaKTCPUCTHKHU

3.3. O0001meHHast TpyAoBasi PyHKIUSA

Pazpabotka cucteM 3amuThl HHGOPMALIUU
aBTOMAaTU3HPOBAHHBIX CUCTEM,
HanmenoBauue | MCIOJB3YEMBIX, B TOM YHCJE, HA 00BEeKTax | Kox
KPUTHYECKON MH(POPMAITMOHHON
UHPPACTPYKTYPHI, B OTHOIIECHUN KOTOPBIX

VYpoBeHb
C P 7
KBaJTU(QUKAIINN
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OTCYTCTBYET HEOOXOANUMOCTh IPUCBOCHUS UM
KaTEropuii 3Ha4NMOCTH

IIpoucxoxnenue
00001IeHHO TPYI0BOM Opurunan X 3auMCTBOBAHO 13
FA— OpHUTHHaa
Kon PeructpanuonHslit
OpHUTHHANIA HOMEDp
po¢eCCHOHATHHOTO
CTaHgapTa
Bo3moxHble Benymuit unxenep-pa3padoTUHK CUCTEM 3alllUThl HH(OpMAaLIUU
HAaMMEHOBAHUSA Benymuii cnenuanucT no 3amuTe nHGopmanmuu
JOJKHOCTEH, PykoBoauTeNnb MPOEKTOB B 001aCTH pa3pabOTKU CHCTEM 3aIUThI
npodeccuit nHpopmanuu
PykoBomuTeNb OT/IETIAa CHCTEM 3alUTHI HH(OPMAITUN
TpeGoBanus k Briciiee oOpa3zoBaHue — cCHENUANIMTET WIM MarucrpaTtypa B oOjactu
00pa3oBaHMIO U nH(OPMAaLIMOHHON 6€30MacHOCTH
00y4EeHUIO

TpebGoBaHus K ONBITY | -
NPaKTHYECKOH paboThI

Oco0ble ycroBHs Hanuuue nonycka k rocy1apcTBEeHHOH TaiiHe (IIpU HEOOXOIUMOCTH)

JoTycKa K paboTte

Hpyrue PekoMeHnayercss JIOMONHUTENBHOE MPOPECCHOHANBHOE O00pa3oBaHHE —

XapaKTePUCTHKU MPOrpaMMbl TIOBBIIICHUS KBaTH(PUKAIUU B 00JacTu HHPOPMAIMOHHOM
0€30MacHOCTH

JIOOTHUTENBHBIE XapaKTEPUCTUKH

HaumenoBanue Kox HaumenoBaHnue 6a30B0ii rpymniibl, JOKHOCTH
JIOKYMEHTA (mpodeccun) WK CrienuanbHOCTH
OK3 2519 Pa3paboTunky ¥ aHATUTUKH TPOrPaMMHOTO
o0ecrieyeHns 1 TPUIIOKEHUH, HE BXOJAIINE B IPYTHE
TPYIIIIBI
2425 CrernuanucTsl OpraHOB TOCYIaPCTBEHHON BIIACTH
2511 CucTemMHbIe aHATTUTUKHU
2512 Pa3paboTunku nporpaMMHOro obecreyeHus
2523 CrenuanucTbl 10 KOMIBIOTEPHBIM CETSIM
EKC — Hnxenep-nporpaMmMuCT (ITPOrpaMMUCT)
- WHxeHep-nporpaMMHUCT 110 TEXHUYECKON 3aIlInuTe
uH(popMalun
OKIIATP 20911 ['MaBHBIN crIEUANKCT MO 3aIUTe HHPOPMAITUT
22567 Wnxenep no 3amute nHGopManuu
26579 Crienuanuct 1o 3amure HHhopMaIun
OKCO 2.10.05.01 Kommsroteprast 6€301macHOCTh
2.10.05.02 HNudpopmanronHas 6e30macHOCTb
TEJIEeKOMMYHUKAIIMOHHBIX CHCTEM
2.10.05.03 HNudopmannoHHO# 6€30MacHOCTH aBTOMAaTU3UPOBAHHBIX
CHCTEM
2.10.05.04 WHpopMalnOHHO-aHAIUTHYECKUE CUCTEMbI

0€e301acHOCTH
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2.10.05.05 be3onacHocTh HHGOPMAIIMOHHBIX TEXHOJIOTHI B
IPaBOOXPAaHUTEIHHOH chepe

2.10.05.06 Kpunrorpadus

2.10.05.07 [IpoTrBOCHCTBIE TEXHUUECKUM Pa3BEIKaM

2.10.04.01 NudopmanmonHas 6€301macHOCTh

3.3.1. TpynoBasi pyHkuus

TecTupoBaHKE CUCTEM 3aIUTHI Yposenpb
Hammenosamne HH(POPMALIIH aBTOMATH3UPOBAHHBIX CHCTEM | KOA C/01.7 (mozyposeHn) 7
KBaJTU(DUKAIHA
[poucxoxaeHue TPya0BOi Opurmsan X 3aUMCTBOBaHO U3
GhyHKIHA P OpuTHHAJIA
Kong PeructpanuonHsiit
OpurruHaJia HOMCD
podeCCHOHANTBEHOTO
CTaHAapTa

TpynoBbie neicTBus

HpOBCI[CHI/Ie dHAJIN3a CTPYKTYPHBIX U (bYHKI_II/IOHaJ'IbeIX CXEM 3allIUIICHHBIX
ABTOMATHU3UPOBAHHBIX I/IH(l)OpMaIII/IOHHI)IX CHUCTEM C ICJIbIO BBISABIICHUA
INOTCHIHUAJIBHBIX YﬂSBHMOCTCﬁ HHq)OpMaHHOHHOﬁ 0€e301acHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

BrisBinenue YA3BUMOCTHU I/IH(l)OpMaI_[I/IOHHO'TCXHOJ’IOFI/I‘ICCKI/IX pecypcoB
ABTOMATHU3UPOBAHHBIX CUCTCM

BrisBnenue OCHOBHBIX yrpos 0€e301macHOCTH I/IH(1)OpMaI_II/II/I B
ABTOMATH3UPOBAHHBIX CUCTEMAX

CocraBieHue MCTOIHUK TECTUPOBAHUA CHUCTEM 3alllUThI I/IH(I)OpMaI_II/II/I
ABTOMATHU3UPOBAHHBIX CUCTEM

[TonGop MHCTPYMEHTAIbHBIX CPEJICTB TECTUPOBAHUS CUCTEM 3alllUThI
MH(pOpMalli aBTOMATU3UPOBAHHBIX CUCTEM

CocraBieHne MPOTOKOJIOB TECTHUPOBAHUS CHUCTEM 3alllUThl HHQOpMAIUU
ABTOMATU3UPOBAHHBIX CHCTEM

HeoOxonumelie ymeHust

AHaJ'II/ISI/IPOBaTB OCHOBHBIC XapaKTCPHUCTHUKU n BO3MOXXHOCTHU
TCIICKOMMYHHUKAIIUOHHBIX CUCTEM II0 IEpCaavuc I/IH(I)OpMaI_[I/II/I

AHanu3upoBaTh  OCHOBHBIE  y3JIbl M yCTPOMCTBA  COBPEMEHHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM

[TpumeHsITh NEHCTBYIONIYI0 HOpMAaTHBHYIO 0a3zy B oOmactu oOecnedeHus
6e3onmacHOCTH HHPOPMALIUU

KonTtponupoBate 0e30TkazHOe (PYHKIIMOHUPOBAHME TEXHUYECKUX CPEIICTB
3alUThl HH(OPMAIIUN

BoccranaBnmmBath (3aMEHSITH) OTKa3aBIIME TEXHUYECKHUE CPEIICTBA 3aIIUTHI
uHpopMaun

HeoOxoaumeble 3HAHUSA

[TpuHIMIBL TOCTpOEHUS W (PYHKIIMOHUPOBAHHS CHCTEM W CeTell mepenadn
uHbopMaun

DTajoHHAas MOJEJb B3auMOICHCTBHS OTKPBITBIX CUCTEM

OcHoBHBIE yrpo3bl 0€30MACHOCTH MH(POpPMAIMN U MOJENIN HapyIIUTENs B
ABTOMATHU3UPOBAHHBIX CHCTEMAX

OcHOBHBIC MCPBI 110 3alIUTEC I/IH(i)OpMaHI/II/I B aBTOMAaTU3HWPOBAHHBIX CUCTEMAX

OcobeHHOCTH 3amUThl MH(POPMAIMM B aBTOMAaTU3MPOBAHHBIX CHCTEMax
YIIPABJICHUS TEXHOJIOTHYECKUMH MPOLECCaMU

[TpyHIMOBI ~ TOCTPOEHUS  CPENCTB  3alluThl  HHpopMamuu  OT
HECaHKI[MOHMPOBAHHOIO JOCTYIIA U YTEUKH 10 TEXHUYECKUM KaHaaam
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OcHoBHBIE  KpUNTOrpadUUYECKUE METOMAbI, aJTOPUTMBI, IPOTOKOJIBI,
UCIIOJIb3YEMBIC JIJIS 3aIIUTHI MH(GOPMAIIUY B aBTOMATH3UPOBAHHBIX CHCTEMAX

TexHuyeckue KaHaibl yTeuku HHGOpMaIu

Texnuueckue cpeacTtBa KOHTPOds  3(QeKTuBHOCTH Mep  3alIMTHI
uHpopmaruu

OpFaHI/I?)aI_[I/If[ 3alIUThI HH(bOpMaHHH OT HCCAHKIMMOHHUPOBAHHOI'O OOCTYIIA U
YTCUYKH IO TCXHUYCCKUM KaHalaM Ha 00BeKTax I/IHq)OpMaTI/I3aI_II/II/I

HOpMaTI/IBHBIe IIPAaBOBBIC aKThHI B obnactu 3alIUThI I/IH(bopMaHI/II/I

PykoBogsiime M METOAMYECKHE  JIOKYMEHTHI  YIOJIHOMOYEHHBIX
denepanbHBIX OPraHOB HCIIOJIHUTEIHLHON BIACTH M0 3alIUTE WH(OPMALIUN

OpraHu3anroHHbIE MEPHI 110 3aIuTe HHPOpMALUU

HApyrue
XaPaAKTCPUCTHUKHU

3.3.2. TpynoBasi pyHkuus

Pa3paboTka npoeKTHBIX pelIeHui 1o YpoBeHs
HanmeHoBauue 3amre HHGOpPMaLuy B Kon | C/02.7 (TOypOBEHB) 7

aBTOMAaTU3UPOBAHHBIX CUCTEMAaX KBasHbuKain
IIpoucxoxxneHue Tpy10BOMH Opurmmanr X 3anMMCTBOBaHO U3
GbyHKIMN OpUTHHAJIA

Kon PerucrparuoHHsIit
OpurruHajia HOMCD
po(eCCHOHATHHOTO
CTaHJapTa

Tpynoseie nencTBUs

Pa3pa60TI<a MOACIN YIpo3 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I n  MOACIHU
HApyIIUTCIId B aBTOMATU3UPOBAHHBIX CUCTEMAX

Pa3pa6 OTKa Mojenen ABTOMATU3UPOBAHHBIX CUCTEM W  IMOACHCTCM
0e30macHOCTH ABTOMAaTU3WPOBAHHBIX CUCTEM

Pa3zpaboTka HpPOEKTOB HOPMATUBHBIX JOKYMEHTOB, DPETJIaMEHTHPYIOLINX
paboTy 1o 3amure HHpopMauu

Pa3paboTka mpennokeHuil mo COBEPIICHCTBOBAHUIO CUCTEMBI YIIPABICHUS
0€30macHOCThIO0 HH(OPMAITUU B aBTOMATU3HUPOBAHHBIX CHCTEMAaX

HeoOxonumelie ymeHust

[TpumeHsTh NEHCTBYIONIYI0 HOpMAaTHBHYIO 0a3zy B oOiactu oOecnedeHus
3alUThl HH(OpMALUU

IIpuMeHATh HOPMATUBHBIE JTOKYMEHTHI IO MPOTUBOACHCTBUIO TEXHUYECKON
pasBenke

KnaccudumupoBars 3ammiaemMmyo HHPOPMAIMIO 1O BHAAM TaWHBI |
CTETNEeHSIM KOH(PHUICHIIMATHHOCTH

OHpe}IeJ'ISITB THIIBI CY6T)GKTOB J0CTyIlIa u 00BEKTOB AO0CTYIIA, SABJIAIOIIUXCA
00BbEKTaMU 3alIUThI

Ornpenenars METOABl yIpaBIEHUS TOCTYIIOM, THIIBI JIOCTYNa W IIpaBUia
pasrpaHMYeHHs JOCTyNa K 00bEKTaM JIOCTYIIa, MOAJIEeKAIINM peau3alii B
ABTOMAaTU3UPOBAHHON CUCTEME

Br16upaTh Mepbl 3a1uThl HHPOPMAIIIH, TOAJIeKAIINE PeaU3allui B CUCTEME
3amUTHl THHOPMAITUH aBTOMATU3UPOBAHHON CHCTEMBI

OnpenensiTh BUIBI U TUTIBI CPEICTB 3aIUTHI HHPOPMAIIHH, 00ECTIeUNBAOIINX
pean3alnio TEXHUYECKUX Mep 3aluThl HH(OpMaluu

Onpenenstsb CTPYKTYpY CUCTEMBI 3aIUTHI uHpopManun
ABTOMATU3UPOBAHHOW CHUCTEMBI B COOTBETCTBUU C TpeOOBAHHUSIMH
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HOPMATUBHBIX TMPABOBBIX JIOKYMEHTOB B O0OJACTH 3alIUThl MHQOpMAIMH
ABTOMATU3UPOBAHHBIX CUCTEM

HeoOxonuMble 3HaHUS

PykoBogsimme M METOAMYECKHME  JOKYMEHTbl  YIOJHOMOYEHHBIX
dbenepanbHBIX OPraHOB MCIIOJTHUTEIHHON BIACTH I10 3aIIUTE WH(OPMAIIUN

HopmaruBHBIE TpaBOBbIE aKThl W  HAIMOHAIBHBIC CTAHAAPTHI 110
JIMIIEH3UPOBAHUIO B 00JIACTH 00ECTIEYeHUS 3aIIUTHI TOCYAAPCTBEHHOM TaliHBI
U cepTU(UKALUK CPEIICTB 3ALIUTHl HHPOPMALIUH

[TpuHuMNBI TIOCTpOEHUA U (PYHKIMOHUPOBAHUS, IPUMEPHl peaTu3aluii
COBPEMEHHBIX JIOKJIbHBIX M TJIOOQJIbHBIX KOMIBIOTEPHBIX CETEH M UX
KOMIIOHEHTOB

OcoOeHHOCTH 3aIIUTHl MHPOPMAIUM B aBTOMATH3UPOBAHHBIX CHCTEMaX
YIIPABJICHUS TEXHOJIOTHYECKUMH IIPOLIECCaMU

Kpurepun onenkn 3()(HEKTUBHOCTH M HAASKHOCTH CPEICTB  3alUTHI
uHGOpMAaLUU IPOrPaAMMHOI0 00ecIIeYeHHs aBTOMAaTH3UPOBAHHbBIX CHCTEM

[TpuHIMIBI OpraHu3alil M CTPYKTypa CHUCTEM 3aIlUThl HH(OpMAaIH
IPOTrpaMMHOro 00ecreuyeHHsl aBTOMATU3UPOBAHHBIX CUCTEM

OcHOBHEIC XAPAKTCPUCTUKN TEXHUYCCKHUX CPCACTB 3allIUThI I/IH(bOpMaIII/II/I oT
HCCAHKINMOHUPOBAHHOI'O JOCTYIIAa U YTCUCK 10 TCXHUYCCKHUM KaHaJIaM

[Tpuntuns! GOpMHUPOBAHUS MOJUTUKH WH(GOPMAIMOHHON O€30macHOCTH B
ABTOMAaTU3UPOBAHHBIX CHCTEMaX

HApyrue
XapaKTCPHUCTUKHU

3.3.3. TpynoBasi pyHkuus

PazpaboTka sxcruryaTaliuoHHOM YpoBeHb
Hanvenosanue JIOKYMEHTAllU¥ Ha CUCTEMBI 3aLUThI Kon | C/03.7 (nonyposens) 7
UH(pOpMaIMK aBTOMAaTH3HUPOBAaHHBIX CHCTEM KBaM UKL

IIpoucxoxaeHue Tpy10Bon
GbyHKIIH

3aMMCTBOBAHO M3
Opurunan X

OpHUTHHAJIA
Kon Peructpanuonssiit
OpHUTHHAJIA HOMEp
po¢eCCHOHATIHHOTO
cTaHaapTa

Tpynoseie nencTBUs

AHaiau3 TEXHUYECKON JTOKYMEHTAallUd MHPOPMAIMOHHON HH(PACTPYKTYpHI
ABTOMAaTU3UPOBAHHOMW CUCTEMBI

AHanu3 3aIMIIEHHOCTH MH(OPMaLIOHHON UH(PaCTPYKTYpHI
ABTOMAaTU3UPOBAHHOMW CUCTEMBI

dopmupoBaHue TpeOOBaHMK TO 3amUTe HMHQOpPMAIMH, BKIIOYas
WCIIOJIb30BAaHUE MATEMAaTHYECKOTO ammapara Ijs PEeIIeHHS TPHUKIIaTHBIX
3a1aq

JlokyMeHTHUpOBaHHE NPOrpaMMHOr0 OOecreyeHusl, TEXHUUYECKHX CpPEeCTB,
0a3 JaHHBIX U KOMIBIOTEPHBIX CETEH ¢ y4eTOM TpeOOBaHM 10 0OeceueHUI0
3a1uThl HH(GOpMaLUn

AHaM3  CTPYKTYpPHBIX M (YHKIHMOHAJIBHBIX CXEM  3allUIIEeHHBIX
ABTOMATHU3UPOBAHHBIX HHPOPMAIIMOHHBIX CUCTEM

ObocHoBaHue KpUTEPUEB 3P PEKTUBHOCTH (bYHKIIMOHUPOBAHUS
3aIIMIIEHHBIX aBTOMAaTH3HPOBAHHBIX HH()OPMALIMOHHBIX CHCTEM

Mcnonb3oBaHue  MPOTPaMMHO-AMNapaTHBIX  CPEACTB  OOecreyeHHs
6e3omacHOCTH HH(OPMALIUK B aBTOMATU3UPOBAHHBIX CHCTEMAaX
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Heo6xomumbie ymeHust

Onpenensitb Mepbl (mpaBuia, MOPOUEAYPHl, NPAKTUYECKUE TMPUEMBI,
PYKOBOJSIINE MPUHIIMITEI, METO/BI, CPEACTBA) IS 3aIIUThl HH(pOpMAIHK B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

Pa3pa6aTBIBaTB TCEXHUYCCKUC 3aJaHus Ha CO3aaHUC oaACUCTEM
HH(l)OpMaHHOHHOﬁ 0e30macHOCTH ABTOMAaTHU3UPOBAHHBIX CUCTEM

[TpoekTupoBaTh MOJICUCTEMBI O€30MAaCHOCTH HH(OpPMAMH C y4ETOM
JIEHCTBYIOIIMX HOPMATUBHBIX U METOIMUYECKUX JOKYMEHTOB

Pa3paOaTbiBaTh MOJEIM aBTOMATU3UPOBAHHBIX CHUCTEM U CHUCTEM 3alllUThl
uH(OPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM

HCCJ’ICI{OBaTb MOACIIN aBTOMATHU3HUPOBAHHBIX CHCTEM M CHUCTEM 3alllMTHI
0e30I1acHOCTH ABTOMATU3HWPOBAHHBIX CUCTCM

AHanmu3upoBaTh IIpOrpaMMHBIE, APXUTEKTYPHO-TEXHUYECKUE u
CXEMOTEXHUYECKUE PELIEHUS] KOMIIOHEHTOB aBTOMAaTU3UPOBAaHHBIX CUCTEM C
LEJIbI0  BBISBICHUS IOTEHUUANBHBIX YA3BUMOCTEH CHCTEM  3allUThI
MH(pOpMaly aBTOMATU3UPOBAHHBIX CUCTEM

OnenuBare MH(GOPMALMOHHBIE PUCKU B aBTOMAaTU3MPOBAHHBIX CHCTEMax U
onpeneniaTb WHOOPMANMOHHYI0 HWHQPPACTPYKTYPY U HUH(POPMALMOHHBIC
pecypchl, NOJISKAIINE 3aLIUTE

[IpoBOAMTH TEXHUKO-PKOHOMHYECKOE OOOCHOBAHHME MPOEKTHBIX PELICHUM
IpOrpaMMHO-alapaTHBIX CPEACTB OOecledyeHus 3alluThl UH(QOpMAIK B
aBTOMAaTH3UPOBAHHOM CHCTEME C LI€Ib0 00ecIeyeHHs TpeOyeMOoro ypoBHs
3aIUIIEHHOCTH

HccnenoBath  3(()EKTUBHOCTh  MPOGKTHBIX  PEUICHHH  MPOTPaMMHO-
anmapaTHbBIX ~ CpPeJCTB  oOecredeHus  3aliuThl  MHpOpMamuu B
AaBTOMATU3UPOBAHHON CHCTEME C II€IbI0 00ecreueHns: TpeOyeMoro ypoBHs
3alMIEHHOCTU

HpOBOI[I/ITI) KOMIIJICKCHOC TCCTHUPOBAHUC W OTJIAAKY alllapaTHbIX U
MMPpOrpaMMHBIX CUCTEM 3alINUTHI I/IH(l)OpMaI_II/II/I

HeO6XOL[I/IMI>Ie 3HaHUA

OCHOBHBIE METO/1bl YIPaBICHUs HHPOPMALIMOHHOM O€3011aCHOCTHIO

OCHOBHBIC TTOHSATHS TCOPHUU aBTOMATOB, MaTeMaTHIEeCKOI JIOTUKH, TCOPUU
AJITOPUTMOB U TCOPHUUN I‘pa(l)OB

OcHOBHBIE METObl YNpaBJICHUs MPOEKTaMH B 00JaCTH MH(YOPMAIIOHHON
Oe3omacHoOCTU

HanmoHnaneHble, MEXIOCYJapCTBEHHBIE M MEXIYHApOJIHBIC CTaHIAPTHI B
00J1aCTH 3aIUThl HHYOPMAIUH

OcHOBHEIC MCPBI 110 3alIUTEC I/IH(i)OpMaHI/II/I B aBTOMATU3HWPOBAHHBIX CUCTEMAX

OcoOeHHOCTH 3alllUThI I/IH(l)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX CHCTCMaAX
YIpaBJICHUA TEXHOJIOTHYCCKUMH MTPOLECCaMU

ero:«:bl 6C3OHaCHOCTI/I, I/IH(I)OpMaLII/IOHHBIC BO3,[[CI>1CTBPISI, KpUTCPUU OLICHKU
3aIUIIECHHOCT U MCTOJbI 3allIUThI I/IHCbOpMaI_[I/II/I B aBTOMAaTHU3HWPOBAHHBIX
CHUCTEMAaxX

MeTtobl, ciocoObl, CpeACcTBa, MOCIEAOBATENBHOCTh U COJEPIKAHUE ITATOB
pa3pabOTKH aBTOMATHU3MPOBAHHBIX CHCTEM M CHCTEM 3aIluThl HH()OpMaIun
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

[IporpammHo-anmapaTHbie CpefcTBa OOECIeUeHUs 3aluThl HH()OpPMAIUU B
IPOrPaMMHOM 00ECTIeYeHUU aBTOMATU3UPOBAHHBIX CUCTEM

OcHOBHBIC CpeacTBa, CITOCOOBI U MPUHOUIIBI ITOCTPOCHUA CHCTEM 3alllUThI
I/IH(I)OpMaI_II/II/I ABTOMATHU3UPOBAHHBIX CUCTCM

HopMmaTtuBHbIe 1paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIIH

PykoBogsimme U METOAMYECKHE  JOKYMEHThl  YIOJHOMOYEHHBIX
denepanbHBIX OPraHOB HCIIOJIHUTEIHHON BIACTH I10 3alIUTE WH(OPMaLUN
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Apyrue -
XAPaAKTCPUCTHUKHU

3.3.4. TpynoBasi pyHkuus

Pa3zpaboTka nporpaMMHBIX U TPOTPAMMHO- YpoBeHb
HaumMeHoBaHHe armapaTHbIX CPEJCTB JI1 CUCTEM 3aIlUThI Kon | C/04.7 (TIORypOBEHB) 7

UH(OPMALIUU aBTOMATU3UPOBAHHBIX CUCTEM KBaMHUKaIIH
IIpoucxosxxaenue TpyaoBoi Opurmman X 3aMMCTBOBAHO U3
¢byHKIIH OpHUIHHAJIA

Kon PerucrpanuonHsslit
OpuUrvHaja HOMEp
po¢eCCHOHATHHOTO
CTaHAapTa

TpynoBsie nelcTBUs Pa3paboTka TeXHHMUECKOH JOKYMEHTAllUd B COOTBETCTBUU C TPeOOBAHUSIMU

Enunoit cucremsl koHcTpykTopckoil nokymeHtauuu (ECKJ]) m Enunoit
cucreMbl nporpaMMmHoil  nokymentamuu (ECIIJI) Ha KOMIOHEHTHI
ABTOMATHU3UPOBAHHBIX CHCTEM

ITpuMmeHeHne cpeAcTB CXEMOTEXHUYECKOTO IPOEKTUPOBAHUS U COBPEMEHHOU
MU3MEPUTEIIHOM annaparypsl

Cunre3 CTPYKTYPHBIX u (bYHKI_[I/IOHaJIBHBIX CXEM 3allIUIICHHBIX
ABTOMATHU3UPOBAHHBIX CUCTCM

Pa3paboTka mnporpaMMHOro oOecneueHHs, TEXHHYECKUX CpEICTB, 0a3
JAHHBIX M KOMITBIOTEPHBIX CETEH ¢ y4eToM TpeOOBaHUIl MO 0OECIIEYCHHUIO
3alUThl HH(pOpMALUU

Pa3zpaboTka »JIEKTPOHHBIX CXe€M C Y4eToM TpeOOBaHUI IO 3ammre
uH(popManun

OnTtumuzanus paboThl HIEKTPOHHBIX CXEM C YUETOM TpeOOBaHUM 10 3aluTe
uH(popManuu

H606XOI[I/IMI>IC YMCHHA OI_[eHI/IBaTL CJIO)KHOCTB AJITOPUTMOB U BBIYHCIICHUI

Pa3pabarbiBaTh  TEXHHYECKME 3aJaHMsl Ha  CO3JaHUE  TOJCHUCTEM
6e30macHOCTH MH(OPMAIIUK aBTOMAaTU3UPOBAHHBIX CUCTEM, IIPOEKTUPOBATh
TakMe TMOJCUCTEMbl C Y4eTOM TpeOOBaHMIl HOPMATHUBHBIX JOKYMEHTOB,
ECKJ n ECITI

AHanu3upoBath IIPOrpaMMHBIE, APXUTEKTYPHO-TEXHUYECKUE u
CXEMOTEXHUYECKHUE PELIECHUs] KOMIIOHEHTOB aBTOMATU3UPOBAHHBIX CUCTEM C
LEeNbI0  BBISIBJICHUS  MOTEHLUMAJIbHBIX  YSI3BUMOCTEM  0€30MacHOCTH
MHGOPMAalLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

HpOBO}II/ITL KOMINIJICKCHOC TCECTUPOBAHUC allllapaTHBIX W IIPOIrpaMMHBIX
CpPENCTB

HeoOxonumeie 3Hanus | [IpodeccronanbHas u  kpunrorpaduyeckass TEPMUHOJOTHS B 00JIacTH
6e3onmacHOCTH HH(POPMALIUU

OcHOBHEBIC I/IH(I)OpMaI_II/IOHHBIC TCXHOJIOTHH, HCIIOJIb3YCMBbIC B
ABTOMATH3UPOBAHHBIX CUCTEMAX

CpenctBa 1 criocoObl o0ecrieyeHns 0€30MacHOCTH UHPOPMALIUH, TIPHUHIIUATIBI
MIOCTPOEHHUS CUCTEM 3aIIUTHI HHPOpPMAIHH

OcHOBHEBIC KpI/IHTOPpa(I)I/I‘-ICCKI/Ie MCTOHI, AJITOPUTMBI, IMPOTOKOJIBI,
HCIIOJIB3YCMBIC JJI 3alllUThI I/IH(i)OpMaHI/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAax

CoBpeMEHHBIE TEXHOJIOTUN TPOIPAMMHUPOBAHUS
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OTajOHHas MOJEIb B3aUMOJICHCTBHS OTKDBITBIX CHCTEM, OCHOBHBIE
IIPOTOKOJIbI, IIOCIEAOBATENBHOCTh M COJIEPIKAHUE DTAIllOB IIOCTPOCHUS H
(YHKIMOHUPOBAHUS  COBPEMEHHBIX  JIOKAJIbHBIX M IJIOOAJIBHBIX
KOMITBIOTEPHBIX CETEN

Ocob0eHHOCTH 3allIUThI HH(bOpMaHI/II/I B AaBTOMATHU3HUPOBAHHBIX CHCTEMax
YIpaBJICHUA TCXHOJIOTHYCCKUMHU MTPOLECCaMU

[TpuHIMIBl pabOTHI 3JEMEHTOB M (PYHKIMOHAIBHBIX Y3JI0B AJIEKTPOHHOU
afnmapaTypbl, THUIOBbIE CXEMOTEXHHUYECKHE PEIICHHS OCHOBHBIX Y3JIOB M
OJIOKOB JIEKTPOHHOM armaparypbl

[TpuHUMIBI OpraHU3alMM JOKYMEHTHPOBaHUS pa3pabOTKM U Mpoliecca
COIPOBOKICHHSI IIPOTPAMMHOTIO U allIIapaTHOTO 00ECIIeYCHHUS

Mertoapl TECTHPOBAaHUS W OTJIAAKH IPOrPAMMHOIO M  arapaTHOro
obecneueHus

ApXUTEKTypa, OCHOBHBIE MOJEIH, IOCIEAOBATEIIBHOCTh U COJAEpIKAHUE
ATANoOB MPOSKTUPOBAHMSI, (PU3MUECKAsT OpraHu3aIus 0a3 TaHHbBIX

HOpMaTI/IBHHe IIPpaBOBLIC AKTHI B obnactu 3allIUThI I/IH(I)OpMaI_II/II/I

PYKOBOIDIHH/IG u METOJNYCCKHUEC AOKYMCHTBIL YIIOJTHOMOYCHHBIX
Q)ez[epaanHX OpraHoB HCITOJIHUTEILHOHN BJIACTH I10 3aIIuTC I/IH(l)OpMaI_II/II/I

HApyrue
XapaKTCPHUCTUKHU

3.4. O6001eHHast TPyAOBas PYHKIHSA

®opmupoBaHue TpeOOBAHUH K 3aIIUTE
uH(pOpMalUY B aBTOMAaTU3UPOBAHHBIX
CUCTEMAX, UCIOJIb3yEMBIX, B TOM YHUCIIE, HA

o o VYposeHb
HaumeroBanne | 00BEKTaX KPUTHUECKON MHGOPMAITMOHHON Kon D 8
KBaTH(QHUKAIAN
MH(PPACTPYKTYPHI, B OTHOIIIEHUU KOTOPBIX
OTCYTCTBYET HEOOXOAMMOCTh IPUCBOCHUS UM
KaTEropuii 3Ha4NMOCTHU
IIpoucxoxnenue
P m\, o 3auMCTBOBAHO U3
00001IIeHHO! TPYTOBOI OpurnHan X
OpuUrruHajia
byHKIMN
Kon PerucrparnoHHsIit
OpUTrMHAJIA HOMEp
po¢eCCUOHATIBHOTO
cTaHaapTa
Bo3moxHbIe ['maBHBIN crienuaiucT Mo 3amure HHPopMauu
HAaMMEHOBAHUS PykoBomuTenb oT/AE€NIa CHCTEM 3alUThI HH(OPMAILIUN
JOJHKHOCTEH, 3amecTuTeNb PYKOBOJUTENA JenapTaMeHTa (0T/Iena) UCCIeJOBaHU 1
npodeccuit pa3paboTok

PykoBoauTens nemapramenTa (oTnena) HCCaeq0BaHuN U pa3paboToK

TpeboBanus k
00pa30BaHMIO U
00y4YEeHHIO

Briciiee oOpa3zoBaHue — CHEIUANTHTET, WM Marucrparypa B oOJacTu
MH(POPMAIMOHHOM 6€30MacHOCTH

u

JlononHUTENbHOE  TpodeccHoHaIbHOE  00pa3oBaHHE —  IPOTPAMMEI

TOBBIIICHUS KBAIM(PUKAIUK B 001aCTH HHPOPMAITMOHHON 0€30TaCHOCTH
NN

Briciiee oOpa3oBanue — acnupanTypa (aIbIOHKTYpa)

)41
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JOTIONTHUTEIbHOE  Tpo(eccHoHalbHOE  00pa3oBaHWE —  MPOTPaAMMBbI
MOBBIIICHUS KBATU(HUKAIIMU B 001acTH WHGOPMAITMOHHOHN 0€301acHOCTH

TpeboBanus K ONbITY
MPAKTUYECKON pabOThI

He meHee mstm ner B oOyiacTv 3aiiuThl MHGOpPMAIMK, B TOM YHCJIEC Ha
PYKOBOJSIIMX JIOJDKHOCTSX HE MEHEE TpeX JeT, JJIs HMMCIOIIUX BHICIIee
o0pa3oBaHKE — CICIUATUTET WM MarucTparypa B 00J1actu HHGOpMaImOHHON
0e30macHOCTH

WA

He menee Tpex ner B o0iacTé 3amuThl MH(pOpManuM, B TOM YHCIEC Ha
PYKOBOJISIIIMX JOJDKHOCTSIX HE MEHee IIBYX JIeT, Ul HMMEIOIIMX BBICIICE

0o0pa3oBaHKe — acCUPaHTypa (aIbIOHKTYpa)

Oco0Opble ycrmoBus
JOITyCKa K paboTte

Hanuuue nomycka k rocy1apcTBeHHOH TaiiHe (IIpu HE0OXOUMOCTH )

HApyrue -
XaPAKTCPUCTHUKHU

HOHOJ’IHI/ITCHBHLIC XapaKTCPHUCTUKHU

HaumenoBanue Kon HaumenoBaHue 6a30B0ii rpymiibl, JOKHOCTH
JIOKYMEHTa (mpodeccun) WK crenuanbHOCTH
OK3 1223 PykoBoauTenu noapasaeneHuii o HaydHbIM
MCCIICIOBAHMSIM U pa3paboTKam
1330 PykoBoauTenu cinyx6 u nonpaszaeneHuii B cgepe
UH(POPMALMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTUI
1213 PykoBoauTenu B 0061aCTH OnpeeneHus MOJIUTUKA U
TUTAHUPOBAHUS ESITEITHHOCTH
EKCI - JupexTop (HayadbHUK) BEIYUCIUTEIHHOTO
(MHGOPMAaIIIOHHO-BBIYMCIUTEIBHOI0) LIEHTPa
- HauanpHuk oTnena nHGopManuu
- HauanbHuk otnena (1abopaTopuu, CEKTOpa) MO 3aluTe
uH(popManun
— HauanbHUK TEXHUYECKOTO OT/eNa
OKIIATP 20911 ['aBHBIN crienuaiucT Mo 3amuTe HTHPopMauu
OKCO 2.10.05.01 KomnbroTepHas 6e301macHOCTh
2.10.05.02 WNudopmannonHas 6€300acHOCTb
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEM
2.10.05.03 HNHudopmaninoHHO# 6€301MacHOCTH aBTOMATU3HPOBAHHBIX
CHCTEM
2.10.05.04 HHupopmaninoHHO-aHAIUTUYECKHE CUCTEMBI
Oe3omacHoCTH
2.10.05.05 be3zonacHOCTh MHPOPMAIIMOHHBIX TEXHOJIOTHN B
IIPaBOOXPAaHUTEIBHOH cepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTrBOAEHCTBIE TEXHUUECKUM Pa3BeIKaM
2.10.04.01 HudopmanronHas 6e30macHOCTh
OKCBHK' 051319 MeToIbI M CUCTEMBI 3aIIUTH HHPOPMAIIHIH,
nH(popManroHHasi 0€30MacHOCTh

3.4.1. TpynoBasi pyHKuus
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O6ocHOBaHNEe HEOOXOIUMOCTH 3AIATEI YposeHn
HanmMeHoBaHme uH(pOpMaIlMK B aBTOMATU3HPOBAHHON Kon | D/01.8 (noaypoBEHS) 8

CUCTEME KBaTU(UKAITHA
[Ipoucxosxxaenue TpyaoBoi Opurmsan X 3aMMCTBOBAHO U3
GyHKIMH OpHIHHaA

Kon PerucTpanoHHbIi
OpHIHUHANA HOMED
npodeccHoHaNBEHOTO
cTaHjapra

TpynoBsie nencTBUs

AHanu3 xapakrepa oOpabaTeiBaeMoil HH()OPMALIMK U OTIPEICTICHUE TIEPEUHS
uH(GOpPMAIIHH, TOICKAIIICH 3al1Te

BbisiBIIeHHE CTENEHW yd4acTusi TepcoHasa B 0OpabOTKe 3aIluIiaeMoiu
uHpopmauu

[TnanupoBaHre MEPONPUATHN O OOCECICUEHUIO 3aIUThl WH(DOpPMAHUA B
ABTOMAaTU3UPOBAHHON CUCTEME

Omnpenenenue TpeOyeMoro KJjlacca (ypoBH:1) 3alUIIEHHOCTH
ABTOMATU3UPOBAHHON CUCTEMBI

ObocHOBaHME HEOOXOAMMOCTH  HWCIHOJB30BAHUS  KPUNTOTPAPHUECKUX
CPE/ICTB 3alIUTHl HHPOPMALUU

Pa3paboTka OTYETHBIX JOKYMEHTOB U Pa3/ejI0B TEXHUUECKHUX 3aIaHHI

Heo6xoanumeie ymeHust

AHaJII/I3I/Ip0BaTI) oeiim Co3gaHrd aBTOMATHU3UPOBAHHBIX CHCTCM M 3aJayu,
peIacMbIC aBTOMATU3UPOBAHHBIMH CUCTCMaMU

BbisBasATE  yA3BUMOCTH  MH(POPMALMOHHO-TEXHOJIOTUYECKUX  PECYPCOB
aBTOMAaTU3UPOBAHHBIX CUCTEM

KnaccudumupoBars 3ammuimaemMyro HHPOPMAIMIO TO BHAAM TaWHBI H
CTENEHSAM KOH(QHIEHIMAIbHOCTY M OLEHHMBAaTh YIrpo3bl 0€30MacCHOCTH
uH(popManuu

OpranuzoBbiBaTh pabOThl MO CO3JaHHIO, BHEIPEHUIO, MPOSKTUPOBAHMIO,
pa3paboTKe M COMPOBOXKICHUIO 3AIIUIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM

M cnonb30BaTh pUCKOBYIO METOJIOJIOTHIO YIIPaBJIEHUS 3aIllMTON HH(OpMaIu
B aBTOMaTH3UPOBAHHOU CHCTEME

Onpenensars KiIacc 3alllMIIEHHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM M €€
COCTaBHBIX YacTeN

HeO6XOL[I/IMI>Ie 3HaHUA

OcHOBHBIE I/IH(I)OpMaI_II/IOHHBIe TCXHOJIOTHH, HCIIOJIb3YEMBIC B
ABTOMATH3UPOBAHHBIX CUCTEMAX

OcHoBHBIE yrpo3bl 0€30MACHOCTH MH(POpPMAIMK U MOJENIN HapyIIUTENs B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

Bunel nHQOpMAIIMOHHBIX BO3JIEHCTBUN U KPUTEPUU OLIEHKHU 3alUIIIEHHOCTH
MHGOPMAlLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

MeTO)II)I 3alllUThI I/IH(i)OpMaIII/II/I OT HCECAHKIMMOHWPOBAHHOI'O JA0CTYyIa U
YTCYKHU IO TCXHUYCCKUM KaHaJIaM

[IporpammHo-anmapaTHpie CpefcTBAa OOECIeUeHUs 3aluThl HH)OpPMAIUU B
POrPaMMHOM O0ECTIeYeHUU aBTOMATU3UPOBAHHBIX CUCTEM

Meroapl, cmocoObl W cpeacTBa OOECMeUeHUs OTKa30yCTOWYMBOCTH
ABTOMATU3UPOBAHHBIX CUCTEM

[Tpunumnel GopMUPOBAHUS MOIUTUKH MHPOPMAIIMOHHOM 0e30MacHOCTH B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HopMmaTtuBHbIe 1paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIIH

HarpionanbHble, MEKTrOCyIapCTBEHHBIE W MEXIyHApOJHBIC CTaHIAPTHI B
001acTy 3aIuTHl HTHPOPMAITUH
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PykoBogsimme M METOAMYECKHME  JOKYMEHTbl  YIOJHOMOYEHHBIX
denepanbHBIX OPraHOB MCIIOJTHUTEIHHON BIACTH I10 3aIIUTE WH(OPMALIUN

OpranuzalvoHHbIE MEPHI 110 3alIUTe HH(HOPMaLIUU

MeTtonuku cepTU(UKAIIMOHHBIX HCIIBITAHUA TEXHHYECKUX CPEACTB 3aIIUTHI
UHPOpPMALIMM OT HECAHKIMOHUPOBAHHOTO JOCTyHa M  YTEYKH IO
TEXHHYECKUM KaHajaM Ha COOTBETCTBHE TPEOOBaHUSAM IO OE30MACHOCTH
uHpopmaruu

ConepmaHI/Ie U IOpAAOK JACATCIBHOCTH IIEpCOHATIA II0 OJKCIITyaTallunu
3AIUIICHHBIX aBTOMATU3UPOBAHHLIX CUCTEM U CUCTCM 3allIUTHI I/IHq)OpMaLII/II/I

HApyrue
XAPaAKTCPUCTHUKHU

3.4.2. TpynoBasi pyHkuus

Omnpenenenne yrpo3 6€30MacHOCTH YpoBeHb
HaumenoBanue uHpopmanuu, oopadbaTeiBacMOi Kon | D/02.8 (moypoBeHs) 8

ABTOMATH3MPOBAHHON CHCTEMOM KBAMHKALHIH
IIpoucxoxxaeHue Tpy10Bon Opuruman X 3alMCTBOBaHO U3
¢$yHKINH OpHTHHANIA

Kong PeructpanuonHslit
OpHTHHAJIA HOMEp
podecCHOHANTBEHOTO
CTaHzapTa

TpynoBble neicTBuUs

CDOpMI/IpOBaHI/IC pasaciioB  TCXHUYCCKHX SaﬂaHI/Iﬁ Ha CO3JaHHUC CHCTCM
3alIUThI HHq)OpMaHHH ABTOMATHU3UPOBAHHBIX CUCTEM

Pa3pa60TKa CHUCTEM 3alllUThI I/IH(I)OpMaI_II/II/I ABTOMATU3UPOBAHHBIX CUCTEM C
YUE€TOM JIGI\/JICTByI-OIHI/IX HOPMATUBHO-IIPABOBBIX JTOKYMCHTOB

OnpezleneHI/Ie KOMIIJICKCA MCEp (npaBI/ma, npoueaypbl, MNPAKTUYCCKUC
MMPUEMBI, PYKOBOJAAIIWC MPUHIOMUIIBI, MCTOMIHI, CpeI[CTBa) JJIs1 3alIUTHhI
I/IH(I)OpMaLII/II/I ABTOMATU3UPOBAHHBIX CUCTCM

Omnpenenenne OLEeHKN BO3MOXHOCTEN BHEITHUX U BHYTPEHHUX HapyIIUTEIeH

Pa3pabotka MOJENU yrpo3 Oe3omacHOCTH uHbOopMaIuu
ABTOMATHU3UPOBAHHOU CHCTEMBI

O0ocHoBaHuE NepevHs cepTU(UIIMPOBAHHBIX CpENCTB 3aIUTEI
nH(popMaIru, HEOOXOIUMBIX JJISI CO3JaHUSI CUCTEMBI 3alUThl HH(HOPMAITUH
ABTOMAaTU3UPOBAHHON CUCTEMBI

AHanu3 TpeOoBaHMII K Ha3HAYEHHWIO, CTPYKType U KOH(UTypaluuu
CO37aBacMOM aBTOMATU3MPOBAaHHOW CHCTEMBI C LENbI0 BBIABICHUS YIPO3
6e3o0macHOCTH HH(DOPMALIUU

Onpenenenne CTPYKTYPHO-() YHKITHOHATHHBIX XapaKTEPUCTUK
WH(OPMAIIMOHHON CHCTEMBI B COOTBETCTBUU C TPEOOBAHUSIMU HOPMATUBHBIX
MPaBOBBIX TOKYMEHTOB B 00JIACTH 3aIIUTH HHGOPMAITIH

Heo6xoaumelie ymeHUst

[Tpon3BoauTh  BBIOOp  MPOTrPaMMHO-ANMNApaTHBIX  CPEICTB  3AIIUTHI
uH(pOpMalMK JJs MCIOJIb30BaHMS HUX B COCTaBe aBTOMATU3MPOBAHHOMU
CHUCTEMBI C IIeJbl0 obecreueHuss TpeOyeMOoro YpOBHs 3aIlMIIEHHOCTU
nH(pOpMallMy B aBTOMATU3UPOBAHHON CUCTEME

dopMHupoBaTh TMEpPEYCHb MEPOINPHUSNTHI 1O TPETOTBPAIICHUIO YIPO3
0e30macHOCTH HH(POPMAIIMH aBTOMATH3UPOBAHHOW CHCTEMBI

CucreMaTu3upoBaTh pe3yabTaThl IPOBEAEHHBIX UCCIEA0BAHNUN

AHaJIM3UPOBATh BO3MOXKHBIE YA3BUMOCTH HH(OPMAITMOHHBIX CUCTEM
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BEISIBISITE N3BECTHRIC YA3BUMOCTHU I/IH(i)OpMaI_II/IOHHBIX CHCTEM

Pa3pabarbiBaTh MPOEKTHl HOPMATHUBHBIX JOKYMEHTOB, PErJIaMEHTUPYIOLINX
paboTy 1o 3amuTe nH(pOpMaLUK B aBTOMaTU3UPOBAHHBIX CUCTEMAX

Heo0Oxoaumbie 3HAHUS

OcHOBHEIC I/IHq)OpMaI_II/IOHHbIe TCXHOJIOTHH, HCIIOJIb3YCMBIC B
ABTOMATH3UPOBAHHBIX CUCTEMAX

OCHOBHBIC KpI/IHTOFpa(l)I/I‘ICCKI/Ie METOHI, AJITOPUTMBI, IIPOTOKOJIbI,
HCIIOJIB3YCMBIC IJISA obOecrieueHHst 0€30IIaCHOCTH B BBIYMCIUTEIBHBIX CETIX

[IporpaMMHo-amnmapaTHble CpeAcTBa OOecleyeHusl 3alUThl HUHPOpMAIHH
ABTOMATU3UPOBAHHBIX CUCTEM

CriocoOBbl pcajm3anun  yrpos 0€e30IacHOCTH B ABTOMATHU3HPOBAHHBIX
CHUCTEMAax

[TocnencTBus OT HapyIIeHUs CBOMCTB Oe30macHoCcTH HHGOpMaIuu

OcHOBHBIE yrpo3bl 0€30MacCHOCTH MH(POPMALMU M MOJEITH HAPYIIUTENs B
ABTOMAaTU3UPOBAHHBIX CHCTEMaX

HarmoHnanbHbIe, MEXIOCyIapCTBEHHBIE W MEXKIyHApOJHBIC CTaHIApTHI B
00Js1acTy 3amuThl HHGHOPMAITUH

PYKOBOIDIHH/IG u METOJHNYCCKHUEC AOKYMCHTBIL YIIOJTHOMOYCHHBIX
Q)ez[epaanHX OpraHoB HCITOJIHUTELHOHN BJIACTH I10 3aIuTC I/IH(l)OpMaI_II/II/I

Meroauku cepTH(GUKAMOHHBIX UCTIBITAHNH TEXHUYECKUX CPEJICTB 3aIUTHI
uHpOpMAMM OT HECAHKIMOHMPOBAHHOTO JOCTyHa M YTEYKH IO
TEXHHYECKHM KaHalaM Ha COOTBETCTBHE TPEOOBAaHHSM IO OE30MacCHOCTH
uHpOpMaun

MCTOI[BI 3alIHUThI PIH(i)OpMaI_[I/II/I OT HCCAHKINMOHHUPOBAHHOI'O JOOCTYIIa U
YTCYKHU IO TCXHUYCCKHUM KaHaJIaM

[Tpunuunel  GOpMUPOBAaHUS U pealU3alMd TMOJUTUKUA OE30MaCHOCTH
nH(pOpMalMy B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

Hpyrue

XaPaAKTCPUCTHUKHU

3.4.3. TpynoBasi pyHkuus

PazpaboTka apXUTEKTYpbl CHCTEMBI 3aITUThI YposeHs
HaumeHoBaHME uH(pOpMaIlK aBTOMAaTU3UPOBAHHON Kox | D/03.8 (mOIypOBEHB) 8

CUCTEMBI KBaIN(UKALUIH
IIpoucxoxxaeHue Tpy10BOH Opurmmanr X 3aMMCTBOBAHO U3
byHKIUH OpHTHHANA

Kon Perucrpanuonnstit
OpHIHHaNa HOMeEp
podeccHoHaNBEHOTO
cTaHJapTa

Tpynoseie nencTBUs

HpOBe,I[eHI/IC OLICHKH noka3aTelleli KadecTBa U 3(1)(1)CKTI/IBHOCTI/I pa6OTLI
BBIUUCIIUTCIIBHBIX CHUCTEM, IIPOrpaMMHBIX W MPOTrpaMMHO-alIIapaTHbIX
CpCACTB, UCHIOJIB3YCMbBIX IJIA TIOCTPOCHUS CUCTEM 3allIUTHL I/IH(I)OpMaI_II/II/I

HpOBe)IeHI/Ie TEXHUKO-PKOHOMUUECKOM OLICHKH HeJ'IeCOO6p33HOCTI/I CO3JaHusA
CHUCTCMBI 3allIUThI I/IH(I)OpMaI_[I/II/I aBTOMaTI/I3I/Ip0BaHHOI7I CHUCTCMBI

Omnpenenenue mnopsjaka oopadoTku HMH(OpMalLKUKM B aBTOMAaTH3UPOBAHHOM
cucTeMe

dopMHUpoBaHUE pa3NICIOB TEXHHYSCKUX 3aJaHUHA Ha CO3JaHUE CHCTEM
3alIUTHI I/IH(bOpMaL[I/II/I aBTOMaTI/I3I/IpOBaHHI>IX CUCTEM
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Pa3paboTka  TpOEKTHOW  JOKYMEHTAIlMd HAa  CHUCTEMBI  3aIlUTHI
ABTOMATU3UPOBAHHBIX CUCTEM

Odopmnenne 3asBkU Ha pa3pabOTKy CHUCTEMbl 3alIUThl HH(pOpMaIUU
ABTOMATU3UPOBAHHON CUCTEMBI

HeoOxomumeie ymenust | Onpenenarb  KOMIDIEKC — Mep Uil obOecrniedeHHs:  O€30MacHOCTH
WH(OPMAIIMOHHON B aBTOMATU3HPOBAHHBIX CHCTEMAX

BbISBIIAT  yS3BUMOCTH  MH(OPMAIIMOHHO-TEXHOJIOTHUYECKUX  PECYpPCOB
aBTOMAaTU3UPOBAHHBIX CUCTEM

Pa3pa6aTBIBaTB MMPCAJIOKCHUA Je(e] COBCPUICHCTBOBAHUTIO CUCTCMBI
YIIpaBJICHUA 3al0UTHI I/IH(bOpMaI_[I/II/I ABTOMATU3HWPOBAHHBIX CUCTEM

[TpoBOoaUTH BBHIOOP MPOrPAaMMHO-ANIAPATHBIX CPEACTB  OOECIICYCHUS
O0e3onmacHOoCTH MH(pOpMALMKM JUIsl  MCIOJAB30BaHMA MX B COCTaBe
ABTOMATH3UPOBAHHON CHUCTEMBI C IIETIbI0 00eCIeYeHus1 TpeOyeMoro ypoBHs
3alIMIEHHOCTH aBTOMaTU3UPOBAHHOM CUCTEMBbI

KnaccugumupoBars u orieHHBaTh yrpo3bl 0€30mMacHOCTH WHGOPMAIUU IS
ABTOMATU3UPOBAHHON CUCTEMBI

Onpenensate WHPOPMALMOHHYIO HWHQPPACTPYKTYPY M HH(POPMAIIMOHHBIC
pecypchl aBTOMaTU3UPOBAaHHOM CHCTEMBI, TIOAJIS)KAIIIE 3aIIUTe

PazpabaTsiBaTh MOZIENH Yrpo3 0e30MacHOCTH MHPOPMALUK M HApyIIUTEIeH
B aBTOMaTH3MPOBAaHHBIX CHCTEMaX

OnpenensaTs 3¢ (HEeKTHBHOCTh MPUMEHEHUS CPEICTB HHPOPMATH3AINH

HeoOxonumeie 3Hanust | OCHOBHBIE UH(POPMALOHHEIE TEXHOJIOTHH, HCIIOJIb3YEMBIE B
aBTOMAaTU3MPOBAHHBIX CUCTEMAX

CriocoObl ¥ cpeicTBa 3alMTHl MHPOPMAIUU OT HECAHKIIMOHUPOBAHHOTO
JOCTyNa M yTeYKU MO0 TEXHUYECKUM KaHallaM U KOHTPOJS 3(P(PEeKTUBHOCTH
3aIUThl HH(OpMaLUu

OcHOBHBIE Cpe/ICTBA U CIOCOOBI obeceueHus: 0€30MacHOCTH UH(pOpMaIIUH,
MPUHIIMIIBI TOCTPOEHUS] CUCTEM 3alUThI HH(GOpMaIuu

HpOFpaMMHO'aHHapaTHHe cpeacTBa oOecreueHus 3alllUThI HH(bOpMaHI/IH
ABTOMATHU3UPOBAHHBIX CUCTEM

HpI/IHLII/IHLI MMOCTPOCHUA CpCaAcCTB 3alllUThI I/IH(I)OpMaI_[I/II/I OoT
HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA U YTCUKH 11O TCXHUYCCKUM KaHaJ1aM

HanmoHnaneHble, MEXIOCYJapCTBEHHbIE M MEXIYHApOJHbIE CTaHIApThl B
o0acTy 3auThl HH(GOPMaUU

PykoBomsiimme W MeTOOMYECKHME  JOKYMEHTBHl  YIOJHOMOYEHHBIX
(benepabHBIX OPraHOB MCIIOTHUTEIHHOM BJIACTH IO 3a1UTe WH(OpMAIUU

OpranuzanvoHHbIE MEPHI 110 3alIUTe HH(OpMaLUU

Metonbl  TECTHPOBaHWMS W OTIAAKH, HPHUHIUIBI  OpPraHU3aluu
JIOKYMEHTHUPOBAHHUS Pa3pabOTKH, MPOIecca COMPOBOKACHUS TPOrPaMMHOTO
obecneueHus

HApyrue -
XaPAKTCPUCTHUKHU

3.4.4. TpynoBasi pyHkuus

MOI[CJ'II/IpOBaHI/IC 3alllUIICHHBIX

YpoBeHb
ABTOMATU3UPOBAHHBIX CUCTEM C IICIIBIO
HaumMeHnoBanue p N I Kox | D/04.8 (o 1ypoBeHs) 8
aHau3a ux ysA3BUMOCTEN 1 3)PEKTUBHOCTH KBANM(UKALIN

CPEJIICTB U CIIOCOO0B 3alIUTHI HH(DOpMAIUU

IIpoucxoxaenue 0BOM 3auMMCTBOBAHO U3
P TPyA Opurunan X
GdbyHKIAH OpUTHHAJIA
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Kon Perucrpanuonnslit
opurvuHajia HOMCED
npodeccHoHaNBEHOTO
cTaHgapTa

TpynoBsie nencTBUs Pa3pabotka AHAIIUTUYECKUX U KOMIIBIOTEPHBIX MOZeIIen

aBTOMAaTU3UPOBAHHBIX cUcTeM u MOACUCTEM 0e30macHOCTH

aBTOMAaTU3UPOBAHHBIX CUCTEM

Hccnenosanue AHAJTUTUYECKUX u KOMIIBIOTEPHBIX Mozeen

aBTOMAaTU3UPOBAHHBIX CUCTEM U IIOJCUCTEM 0e30macHOCTH

ABTOMAaTHU3WPOBAHHBIX CUCTEM

Pazpabotka momenu yrpo3 6e3omnacHOCTH WHGOpPMALMK M HapyIIUTeNne B
ABTOMATU3UPOBAHHBIX CHCTEMaX

Hccnenosanue IIPOTPaMMHBIX, APXUTEKTYPHO-TEXHUYECKUX u
CXEMOTEXHUYECKUX PEIICHNI KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX CUCTEM C
LEeNbI0  BBIBJICHUS  INOTEHLUMAJIbHBIX  YSI3BUMOCTEM  O€30MacCHOCTU
uHGOpPMAaLIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

Anann3 nHGOPMAIIMOHHON HHPPACTPYKTYPHI U 0€30MaCHOCTH HH(OpMAIHH
ABTOMAaTU3UPOBAHHBIX CHCTEM

Pa3zpaboTka npemyioxkeHuil o COBEPIICHCTBOBAHUIO CHCTEMbI YIPABICHUS
MH(OPMaLIMOHHON 6€30MaCHOCTHIO ABTOMAaTU3UPOBAHHBIX CUCTEM

Heo6xoanmeie ymeHust

Bemmonaate  c6op, 00pabOTKy, aHAIM3 M CUCTEMAaTH3aIMI0 HAYy4HO-
TEXHUYECKOH MH(popMaIy B 001aCTH 3alUThl HHQOpMAIH

Pa3pa6aTI>IBaTI> H HCCIICAOBATH MATCMATHYCCKHUC MOJCIM KOHKPCTHBIX
SIBIICHUH U MMPpOHECCCOB MJIA pCHICHUSA PACUCTHBIX U UCCIICAOBATCIILCKUX 3aa4

IIpuMeHATE MaTeMaTUYECKUE MOJEIH IIPU IPOCKTUPOBAHUY CUCTEM 3AILUATHI
nH(pOpMallii aBTOMATU3UPOBAHHBIX CUCTEM

HpOCKTI/IpOBaTB 151 pCaIN30BbIBATH TIOJINTUKY 0€30IMacHOCTH
BBIYHCIIMTEIILHBIX CETEH

AHaJ'II/I3I/IpOBaTI> OCHOBHBIC XapPaKTCPUCTUKU n BO3MOXXHOCTHU
TCIICKOMMYHHUKAIIMOHHBIX CUCTEM I10 IMEPCaavuc I/IH(i)OpMaIII/II/I

HeO6XOL[I/IMI>Ie 3HaHHUA

MCTOI[BI U TCXHOJIOTUH MPOCKTUPOBAHHA, MOACINPOBAHUS, UCCIICAOBAHUA
CHCTCM 3allIMThI I/IH(i)OpMaHI/II/I ABTOMAaTU3HWPOBAHHBIX CUCTEM

OcHOBHBIE yrpo3bl 0€30MaCHOCTH MH(DOPMAIMM U MOJENM HapyLIUTENs B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

OcHOBHBIC MCDPBI 110 3alIUTEC I/IH(I)OpMaI_II/II/I B aBTOMATU3HWPOBAHHBIX CUCTCMAX

HaumoHnaneHble, MEXIOCYJapCTBEHHbIE M MEXIYHApOJHbIe CTaHIApThl B
o0racTy 3amuThl HHGOPMaUu

PykoBomsimme w = MeETOOMYECKHME  JOKYMEHTBHl  YIOJHOMOYEHHBIX
(beneparbHBIX OPraHOB MCIIOJHUTEIHHONM BJIACTH IO 3aIIKUTe WH)OpMAIUU

OcHOBHEBIC KpI/IHTOTpa(I)I/I‘-ICCKI/IG MCTOHI, AJITOPUTMBI, IMPOTOKOJIbI,
HCIIOJIB3YCMBIC JIJIA 3alllUThI I/IH(i)OpMaHI/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAax

HpI/IHLII/IHLI MMOCTPOCHUA CpCACTB 3alllUThI I/IH(pOpMaI_[I/II/I OoT
HCCAaHKIIMOHUPOBAHHOI'O JOCTYIIA U YTCUKH 110 TCXHUYCCKUM KaHaJIaM

[TpuHIMMBI TOCTPOEHUS U (PYHKIIMOHUPOBAHUS CHUCTEM M CeTeil mepenadu
uH(popManun

HApyrue

XapPaKTCPUCTHKU
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IV. CBenenusi 00 opranu3zanusix — pa3padoTuynkKax npoQeccuoHaIbLHOI0 CTAHAAPTA

4.1. OTBeTCTBeHHAs1 OPraHU3alUsA-Pa3padoOTUNK

Acconmanus 3amuTel HHGOpMaIUU, Topoa MockBa

[Ipe3unent Jlocs Bnagumup IlaBnoBuu

4.2. HaumMeHOBaHNs OpPraHu3anuii-pa3padoTinKoB
1 ®YMO BO Ub

AHO JITO UITK «AUC»

I'K «MudoTeke»

AW DN

b Poccun

ITAO Co6epbank

BTb

OI'VII «HIIII I'ammay

HNY «MOCKOBCKHI1 HHCTUTYT 3JIEKTPOHHOU TEXHUKH

©O© | 00| N | O | O

AIIKUT

10 PI'Y nedtu u raza um. U.M. I'yGkuna

1 O6mepoccuiickuii KnaccuGUKATOp 3aHATHIA.

2 O6mepoccuiickuii knaccuGpUKaTop BUIOB SKOHOMHYECKOI 1eATEILHOCTH.

3 Euublii KBaTM(UKAIMOHHBIN CIIPABOYHMK JOJKHOCTEH PyKOBOJUTEIEH, CIIEUATUCTOB U APYTHX CIyXKAIIUX.

4 O6mepoccuiickuii knaccuduxaTop npodeccuii pabounx, JOKHOCTEH CIIYKaIUX U TapU(HBIX Pa3psI0B.

5> O6mepoccuiickuii knaccupuKaTop CHenuanbHOCTeH N0 00pPa30BaHUIO.

6 3akon Poccuiickoit ®enepannu ot 21 urons 1993 r. Ne 5485-1 «O rocyaapcTBeHHoi Taiine» (CoOpaHue 3aKOHOIATENbCTBA
Poccuiickoit @exneparum, 1996, Ne 15, cr. 1768; 1997, Ne 41, ct.ct. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, ct. 5288; 2003, Ne 6, ct. 549, Ne 27, ct. 2700, Ne 46, ct. 4449;
2004, Ne 27, ct. 2711, Ne 35, cr. 3607; 2007, Ne 49, cT. 6055, ct. 6079; 2009, Ne 29, ct.3617; 2010, Ne 47, cr. 6033; 2011, Ne
30, ct. 4590, cT1. 4596, Ne 46, c1. 6407; 2013, Ne 51, ct. 6697; 2015, Ne 10, ct. 1393).

" Obuepoccuiickuil KnaccuUKaTop CrenUanbHOCTeN BBICIIEH HAYYHON KBaTUu(UKAIIUN,



